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About Kaseya Server Setup

Kaseya Server Setup installs Virtual System Administrator™ (VSA) and all add-on modules you're
licensed to use. No more running multiple installs! If you don't have the KInstall.exe installer yet,
you can download it from the Kaseya website (http://download.kaseya.com/kinstall.exe).

The wizard:
= Runs Kaseya Server Setup step-by-step (page iii).
= Tests and configures all prerequisites (page x), in many cases automatically!
= Connects to a SQL Server if already installed (page viii), or
» Installs and configures SQL Server Express automatically for you (page viii).

= Installs or upgrades the Kaseya Server (page xi) and all add-on modules (page xiv) you are
licensed to use at one time!


http://download.kaseya.com/kinstall.exe
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15. Enter Mail Server Settings
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18. Complete the Install Wizard
Reporting Installer Problems

1. Logon as Administrator

Logon to the install machine as an administrator.

2. Download the Installer

Download the KInstall.exe installer file.

3. Start the Install Wizard

Double-click KInstall.exe to start the install wizard.

Xiv
Xiv
Xvi
Xvi
Xviii

Note: If you don't yet have the installer file, browse to the Kaseya website
(http://download.kaseya.com/kinstall.exe).

—
(]

KInstall.exe

Run as Administrator

For some operating systems, you must start the install by right clicking KInstall.exe and selecting

the Run as Administrator option to install KInstall.exe. This applies to the following supported

operating systems only:
» Windows 7

vi

» Windows Server 2008
» Windows Server 2008 R2
» Windows Server 2012
» Windows Server 2012 R2

i

Klnsta &

Open
Fun as administratar

Traubleshoot compatibility
Share with

Restore previous versions
Send ta

Cut

Copy

Create shortcut
Delete

Rename

Properties


http://download.kaseya.com/kinstall.exe

The First Time You Run Kaseya Server Setup
You may be prompted to confirm the install of Microsoft .NET Framework 4.0 and other prerequisites.

Pending Microsoft JMET Framewark 4.0 Full

Depending on the prerequisite, you may have to reboot the computer. After the reboot you will be
prompted to restart the KInstall.exe install wizard.

4. Select a Lunguage

Select a language.

KInstall - Kaseya Application Installer - InstallShield Mizard @

’. Select the language for the installation from the choices below.
[ S

IEngI\sh [United States) v]

5. Review the License Agreement

The first page of the install wizard displays. Confirm your agreement with the Kaseya End User License
("EULA"), as specified in this dialog.

K Kaseya License HE

Kaseya License Agreement
Kaseya End User License Agreement and Tems of Service (EULATOS'] ﬁ’

IMPDHTANT PLEASE READ THIS EULATOS CAREFULLY AND PRINT IT OR GO TO
SEY/A,COM/LEGAL ASPX TO OBTAIN A DOWNLOADABLE COPY OF THE CURRENT VERSION OF
TH\S EULATDS TU MAINTAIN & COPY FOR YOUR RECORDS.

THIS EULATOS, THE DOCUMENTATION [AS DEFINED BELOW], AND THE OTHER ITEMS INCORPORATED BY
REFERENCE HEREIN AND THEREIM (COLLECTIVELY, THE "AGREEMENT"| IS BETWEEN THE KASEYA ENTITY THAT
WCCEPTS THE ORDER FORM FOR THE APPLICABLE SOFTWARE OR SERYICE [KASEYA”"WE .~ OR "LS")AND THE
IND\\/\DUAL OR LEGAL ENTITY DOWNLOADING, COPYING. INSTALLING. ORDERING. RECEIVING OR USING
KASE'A.SUPPLIED SOFTWARE OR SERVICES, OR THAT CLICKS THE "ACCEPT" BUTTON OR CHECK

BDX D\SPLAYED AS F'ART DF THE PROCUREMENT, COP'Y, INSTALLATION, UPGRADE QR UPDATE PROCESS

R ' ENTER THE AGREEMENT WITH MULTIPLE KASEYA ENTITIES WITH RESPECT TO
DIFFERENT SDFTWARE AND SERVICE DRDERS AND NO KASE' ENTITY HAS THE RIGHT T0 ENTER ANY
(CONTRACT OM BEHALF OF OR A% AGENT FOR AMY OTHER KASEYA ENTITY. IF YOU ARE ENTERING INTO THE
AGREEMENT ON BEHALF OF A COMPANY DR DTHER LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE
WUTHORITY TO BIND SUCH ENTITY. IN WHICH CASE THE TERMS "YOU” DR “YOUR” SHALL REFER TO SUCH
ENTITY,

KASEYA IS WILLING T0 LICENSE THE KASEY4 OR KASEYA-SUPPLIED SOFTWARE AND/OR PROVIDE THE KASEYA
IOR KASEY2-SUPPLIED SERVICES TO YOU ONLY UPON THE CONDITION THAT YOU ACCEPT ALL THE TERMS
CONTAINED E AGREEMENT. BY DOWHLOADING, COPYING, INSTALLING, ORDERING, RECEIVING OR 5|

How ta Use the Wizard Decline fecept

4
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6. Enter Your Kaseya License Code

Enter your license code. You should have received this license code in an email after requesting a
download of the KInstall.exe installer from the Kaseya website (http://download.kaseya.com/kinstall.exe).

Note: If you have any difficulty with validating your license, contact Kaseya at 415.694.5700.

5 License Code [@-I‘_&_’
License Code Validation

Found http://vsaupdate.kaseya.net.

Enter License Code

Cancel Back I Next I

7. Provide SQL Server Credentials

Since SQL Server credentials are required for several of these system checks, you're requested to
provide them.

Note: If you cancel KInstall.exe, then run it again, you will have to re-enter your SQL Server
credentials.

TS License Code -7l

SQL Server Credentials
" Install SALExpress

* Use the default SOL Instance on this computer

" Use anamed instance on this, or another, computer
Uset name: [sa Veily
— Credentials

The Kaseya WSA Server stores all user data in a SOL Server database.

If SAL Server is not alieady installed, select option 1 to Install SOL
Express

If SOL Server is alieady installed, select option 2 or 3 and enter pour
credentials to the SOL Server.

Cancel | Back | Mest I

A

Option 1 - Installs SQL Express before continuing with the installation. You must provide the SQL
credentials to use.

Option 2 - If you want to use the default instance of SQL Server already installed on your local
system, select this option and enter the SQL username and password.

» User Name - A SQL Server administrator logon. sa by default.


http://download.kaseya.com/kinstall.exe

» Password - The password for this user name.
» Verify Credentials - Confirms your connection with the SQL Server.

Option 3 - If you want to use a named instance of SQL—either on the your local system or remote
system—then enter the instance name.

» User Name - A SQL Server administrator logon. sa by default.
» Password - The password for this user name.

» Server Name - Often the same name as the system, but not necessarily. Click Search for SQL
Servers to browse available SQL Server servers and instances on your local network.

> Instance Name - The instance running on this SQL Server. The same server can run multiple
instances.

» Verify Credentials - Confirms your connection with the SQL Server.

8. Antivirus Protection Check

Kaseya Server Setup warns you that it is about to test whether antivirus protection is enabled on the
system you are installing on.

When you click the Next button an EICAR Standard Anti-Virus Test File will be downloaded to
your system.

If antivirus protection is enabled, you may see an alert message.

If you an alert message displays, then antivirus protection should be disabled before continuing with the
installation.

Click the checkbox to hide this dialog when you next run the installer. The test is still performed
each time you install or upgrade.

J& virus Protection Setup HE

Yirus Protection Check

Turning off winus protection is eritical for a flawless installation experience.
IFit iz active now, please turn it aff

When you click Mest, an "EICAR Standard Anti-Vins Test Fils" will be
written to your spstem.

If wirug protection is enabled, it should be quarantined and you may
receive an alert.

IT15 NOT &WIRUS.

Thiz file iz used by software vendars to test their software without danger

Leain more about EICAR

Do not show this dislog again, just wite the file to disk without
Warhinag.

Cancel Back | Mext I

A
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9. Perform a System Check

Click the Run Tests button.

ESystem Check IEES
Test Name Test Description Fixlt | Help | Result Helo for thi " d _:—A
= ‘ elp Tor this wiZard page
& | DotMet Wersion 4.0 Microsoft MET Framework 4.0 installed? © | Full& Client Version 4.0.30313, P pag r
S peration entries found? [No There are no Pending File Rename Operations.
) Pending FI|{ Warnings are orange rehoating the computer )
Operations . link. 1f reboot does not clear
V the entries, in the fisit' and cantinue.]
- Leaving User Access Cantral on will require respanding to the UAC
b Usger Account Contral User Account Conb Help for this test Q dialog upon every installation. Tum off to prevent this dialogs and turn
an UAL after the install if required.
Drata Execution Prevention set ta 1) essential DEP iz enabled far only W d services
@ DalaE tion P i Windows programs and services anly, or 2] 9 have DEP applied. Defaul Errors are red
ala Exgcution Fréveniion completely off? [One or the ather is highly
recommended. ]
) USFokSenicss  Kaseyarequied IS Role Services nsaled? Click "Fixit" to configure automatically

@ Dothet Yersion 3.5

bSO Aptive Dirertou

Wersion 3.5.30728 5420, Service Pack 1

o MSKN) is nok installed

Microsoft MET Framewark 3.5 installed?

Test result counters

-

hASbAL) Artive o Comnanent is iumed off?

Run Testz

Test Results

@17 3

Back | Mext I

4

Canicel |

Qo n

System Check tests your system for all prerequisites required to complete the installation successfully.

A Halt Tests button displays while System Check is running. You can click Halt Tests to review tested
row results immediately.

Red rows must be fixed to continue with the install. Orange rows are optional.

Click a row's help icon for user assistance on configuring a prerequisite.

In some cases System Check can fix a prerequisite for you. Just click a row's Fixit link to perform the
fix.

In most cases, if System Check cannot fix a missing prerequisite, you can leave the installer
running while you configure the prerequisite, then continue with the install immediately.

If fixing a missing prerequisite requires canceling a System Check—for example, to reboot the
system to complete the configuration of a prerequisite—you can restart the installer and continue
where you left off.

Once all minimum prerequisites are met, the Next button is enabled, allowing you to continue.

10. Importing a Security Certificate

Note: Kaseya strongly recommends the use of a security certificate in a production environment. Kaseya uses TLS for
all secured HTTP and WebSocket connections. See Using Security Certificates (page 62) for more
information.

If you have an security certificate already installed on IIS, select the | have an SSL Certificate installed
on MS-IIS... option. This applies the security certificate to the Kaseya Server.

» PFXFile - Browse and select a PFX File to import.
» Password - Enter the password that enables you to use the PFX file.

If you want to run the Kaseya Server without an SSL certificate, select the | don't want to secure web
traffic, use HTTP only... option.



Note: If you wish to import an security certificate at a later time, you can do so by running the
<Kaseya_Installation_Directory>\Services\KAF-Tool.exe on the system hosting the Kaseya
Server.

& 551 Certificate [ 2] =]
S5L CertValidation

The Kaseya Application Firewall will use 551 ta encrypt and secure
all web interface communication. Tao dao this, the server requires an
S5L Certificate.  Pleaze choose from the following options:

| have an S5L Certificate installed in MS-15 and | wish to expaort
it in PKCS #12 [ pfe) format and impart it below for Kaseya to
uge. [recommended)

FF+ File || Browse

Password | Walidate

| don't want to secure web traffic. use HTTP only [hot
recommended for production systems]

Please validaie the pix file before proceeding.

Cancel Back | Iewt I

4

11. Select Server Update Options

This page displays for updates only.
K Kaseya ¥sA Installation [ 2] <]

Kaseya VSA Server Upgrade Options

Version Available: 3405 Y54 Help
Version Istalled: 5304
Install Options

" Install addans only. Do not upgrade V3A.
' Update core to Wersion Available' and irstall addorss
" Reinstall VS& Version Installed and install addons.

Addons are selected for installation on the next page.

Cancel Back | Nest I

4

There are two options:
= Option 1 - Upgrade an existing Kaseya Server and install add-ons.
= Option 2 - Install just the add-ons. Skip the upgrade of the Kaseya Server.

The add-ons are selected on the next page.
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12. Select an Installation Directory

This page does not display for updates.
Select the directory Kaseya will be installed to.

-
[ & Installation Directory 2=

Kaseya Installation Directory

IC:\Kaseya

Browse I

Cancel Back I Next I
4

13. Enter a Master Admin Account

This page does not display for updates.

The system prompts you to enter a master Account Name and Password. This creates a user with a
Master role and a Master scope. Both the user name and password are case sensitive.

Note: This is the VSA user name, not a database user name.

I& Master Administrator (2=

Kaseya Master Admin Account

Create a Master Administrator account name and password.
The password must be at least six characters. Longer name
and passwords are recommended for higher security.

Account Name (case |
sensitive)

Password [case |
sensitive)

Password Confirm |

Email Alerts

Email alerts are sent to notify the administrator of system
problems and changes on managed machines. Enter an
email address for this administrator to receive alerts. The
email address may be changed later in the ¥SA.

Email Address

|

Cancel Back I Next I

4
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14. Enter Network Settings

This page does not display for updates.

Enter the host name or IP address of the Kaseya Server. The host name should be resolvable by all
systems on the local network and across the internet. Kaseya agents will use this name or IP address
to communicate with the Kaseya Server. The user has the option of changing the default port number

that Kaseya agents use to connect to the Kaseya Server. The port number can also be changed after
installation.

Note: Do not set the Port Number to 80. Port 80 is already used by ITS and will result in conflict.

Best Practices: Although a public IP address may be used, Kaseya recommends using a domain name server
(DNS) name for the Kaseya Server. This practice is recommended as a precaution should the IP address
need fo change. It is easier to modify the DNS entry than redirecting orphaned agents.

[ Network Settings
Kaseya Server Network Settings
Server Name or Routable P Address
I I
Port Number
5721 I

Cancel Back I Next I

Server Name Required A
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15. Enter Mail Server Settings

This page does not display for updates.

Specify outbound email server information. Enter a valid email address. This address is used as the
'From' address for messages sent from the Kaseya Server. Kaseya recommends using the address for
the ticketing system or a group distribution address. Do not use a personal email address. A common
choice is support@yourcompany . com.

E tdail Server Configuration 7| =2

Mail Server Configuration
Configure your outbound email server infarmation.  “You may Skip this step and setup outgoing email later.

Enter the ‘From' email address for emails sent from this WVSA server |

Mail Server Hosthame ar IP Address:l

Fort Mumber [defaults o 25 if blank]: |

Mail Server Authentication
+ Anonymous access. Mo authentication required.

" Basic authentication.

Uszer Mame: |

Password: |

Password Confirm |

Skip | Cancel | Back | et I

4

Enter in the following information, if available.

Note: If you want to specify outbound email settings after the update you can set them from within the
VSA using System > Outbound Email. A confirmation message box displays if you leave these fields blank
and click the Next button.

= Enter the 'From' email address for emails sent from this VSA server: - Enter the default 'From' address
displayed by outbound email.

= Mail Server Hostname or IP Address - The name of the host email server. Example: smtp.gmail. com.
= Port - Typically 25, but the host email server may require a different port number.
= Anonymous access - No authentication required.
= Basic Authentication - Authentication required.
» User Name - Enter the username of an account authorized to use the host email server.
» Password - Enter the password of the account.
» Password Confirmation - Re-enter the password of the account.

16. Select the Add-ons to Install

Xiv

This Add-on Installation page lists all the add-ons you are licensed to install or update.
= In most cases the install checkbox is checked by default.
= New add-ons you are eligible to install can be unchecked if you'd rather not install them
immediately. You can install them later, by running KInstall.exe again.
= In some cases an install checkbox may be locked because another add-on depends on it. You
must uncheck the dependent add-on, before you can unlock the checkbox of the original add-on.



= Ifreinstalling a removed module (https://helpdesk.kaseya.com/entries/100819567), always ensure the
Kaseya Patch Process is checked as well. Your module may require additional patch files to be

up to date.
Knddon Installation [ 7] x]
Yourlicense (TESTJH) entitles you to the following addon modules.
tadule Mame Instal? | Infa thiiﬁ:d I\:;Ziﬁ:dlo 5 Diescription
r ® (9405 9408 Lp-ta-date.
Software Management Il 9 3405 94058 Up-to-date.
Deskiop Management - @ (9405 94058 Up-to-date.
Discovery - @ (2405 9405 |Incta-date
Mahility | @ |3405 9405 Version numbers may differ,
Palicy Management - @ (9405 9405 depending on your release
Time Tracking - 9 9405 5405 Up-to-date.
Netwark Monitoring - @ (9405 94058 Up-to-date.
Service Degk - 9 3408 9.4.08 Up-to-date.
Antiviruz Antit alware - @ (9405 94058 Up-to-date.
Antiviruzantit alware (Clas... | 9 3408 9.4.08 Up-to-date.
Backup Dizaster Recovery - @ (9405 9.4.05 Up-to-date.
Data Backup - Q 3405 5405 Up-to-date:
Cloud Backup r @ (3405 9408 Loto-data
Endpoint Securit 9405
Sevice il Lol select Kaseya Patch Process
System Backup and Restare | ® (94058 to insta" the Iatest patches
Software Deployment | (2] !‘;‘d
Tenant M anagement - = | 94058 (9 [Upteedate: -
K.azeya Patch Process ¥ Q 3408 9407 Installing version 3.4.0.7

Select Al | Cancel Back | Next I

Unlicensed Add-On Modules

If you are upgrading an existing Kaseya Server to R95 and Kaseya Server Setup detects add-ons are
installed that are not licensed, you must take one of two actions before you can complete the
installation.

1. Update your existing Kaseya license to conform with your installed add-on modules, or
2. Uninstall the unlicensed add-on modules.

In both cases, you must cancel Kaseya Server Setup and restart Kaseya Server Setup after you
have completed these actions.

Updating Your Existing Kaseya License
1. Identify the unlicensed add-on modules you wish to license.

» See Uninstalling Unlicensed Add-on Modules below for any unlicensed add-ons you do not wish
to license.

2. Contact Kaseya using the 24-hour customer support hotline at 415.694.5700 for instructions on
licensing the installed add-on modules.

» In most cases customer support will provide you with a new license code. If provided with a
new license code, you must update your license code in your existing 6.5 or 6.3 VSA before
running Kaseya Server Setup again.

In the VSA select System > Server Management > License Manager.

Click the Update Code button.

Enter the new license code in the Enter License Code field.

Logon to the VSA again and confirm the new license code displays in the License Manager page.

o 0k w

Uninstalling Unlicensed Add-on Modules
You may elect to uninstall unlicensed add-on modules, before completing the Kaseya Server Setup

XV
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installation.

1. Cancel out of Kaseya Server Setup if you have not already done so.
2. Select Control Panel > Uninstall Programs.

3. Right click each unlicensed add-on module and select the Uninstall option.

17. Review Install Changes

The install summarizes the changes the are about to be made to your system.

& Installation Effects [ 2] <]
Whatis going to be installed and changed.

| Products toinstal
Praclict Nare ot Ve
9304 9405
Patch Management 9304 9405
Software Management 9405
Desktop Management 9304 9405
Discovery 9304 9405
Hobility 9304 9405
Pdlicy Management 9304 9405
Time Tracking 9304 9405 .
Network Monitaring 9304 9405
Service Desk 9304 9405
Antivirus Anti abware 9304 9405
Backup Disaster Recovery 9304 9405
Data Backup 9304 9405

Cancel Back | Mext |
4

18. Complete the Install Wizard

The install wizard is ready to start the installation.

-
I& Start Installation [?—_”E’
Congratulations!

‘You have successfully completed the Kaseya Installer
Wizard,

Click Next below and Kaseya V'S4 and all the add-ons you
requested will be installed.

So go home and put your feet up, | will do the rest.

Clicking install will start the installation process.
Cancel Back [ et |
4

xvi




Wait for selected installers to download and be installed.

Lﬂ Installation Progress E E

todule Mame Description Werzion Installed
Kazeya W5h Server Downloaded

Antitd alware Downloaded

Antiving Downloaded

Data Backup Downloaded
Endpaint Downloading

11,003 kb / 172,437 kb

Note: Once the installation completes, continue with Post Installation Configuration (page xviii).
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Reporting Installer Problems

If you encounter installation issues...

For Installer Problem Prior to Reapply Schema

1.

ok wn

6.

Screenshot the error - Edit, select all, copy, paste to Wordpad.
Locate in Windows the Kaseya html file and copy it.

Attach screenshot and file to the ticket.

Provide the system configuration: OS, DB, WEB OS.

If the install is broken, most of the time we cannot use the agents or other mechanisms to get to
the machine. Provide RDP access for installer issues: machine name, user and password.

Leave the process running at the point of error.

For Installer Problem During Reapply Schema

1.

Screenshot the error - Edit, select all, copy, paste to Wordpad.

2. Locate the files in <KaseyaRoot>\DBInstall\TempFiles

No o ko

Attach screenshot and files to the ticket.

Identify the Pass number where reapply encountered an error.

Provide the system configuration: OS, DB, WEB OS.

Provide remote access login information: machine name,user and password
Leave the process running at the point of error.

Post Installation Configuration

Test Browser Access

When the installation finishes, a web browser window displays the logon page. Logon using the
username and password you entered in 13. Enter a Master Admin Account (page xii).

Note: See Create a New Master User if you are unable to logon successfully.

xviii



Verify that the Kaseya Server can be reached from the internal and remote locations by opening a
Microsoft Internet Explorer browser window and entering in http://<YourVSAaddress>. For

difficulties accessing the server address, verify the name/IP resolution in the network Domain Name
Server (DNS).

g
Kaseya
Evaluation Edition

Xix
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Test Outhound Email

¥ Kaseya

User settings

Systam Prafarances

Sarver Managamant

Requast Support

Logon Folicy

B | B L 1N Ec § 000000 Mo Timer Running | § kndmine {Zhe

- Log

Bl Fen Sem [ Enevie

Failed Lagt Hour O
Failed Lami Cay. 0
Failed Lam Wask: 0

Application Logging

Dutbound Ema

1.
2.

Navigate to the System > Outbound Email page.
Send a test email by clicking the Test button and enter a valid email address.
If the test email does not arrive within 5 minutes, check the Outbound Email > Log tab.

You may want to test the sending of selected emails before enabling Automatic Delivery. If
Automatic Delivery is enabled, emails are sent as soon as they are created by the Kaseya Server.
With Automatic Delivery disabled, you must click the Log tab, then select and right-click a single
outbound email created by the Kaseya Server to send it.

Test Installing an Agent

Install agents on machines to ensure they can connect to the VSA.

Note: If there are no agents installed in the VSA except the Kaseya Server agent, the notification bar
may prompt you to install your firstagent and scan the agent's network using the Discovery module
(http://help.kaseya.com/webhelp/EN/KDI1S/9050000/index.asp#7293.htm).

The following is the fastest way to install an agent manually.

Note: The d1.asp download page is available to install partition 1 agents in an on-premise VSA, whether or
not tenants are created using the Tenant Management module. The d1.asp page is not available in any
partition in SaaS environments.

1.
2.

XX

Log on to any machine you want to install an agent on.
Enter the following URL in the browser of that machine:
http://<YourVSAaddress>/dl.asp
Click the Default Install package to begin installation of the agent on that machine.

» If other install packages are listed, select your preferred install package.

» Once the install starts you may have to confirm the installation to ensure it completes.
Logon to your VSA:
http://<YourVSAaddress>
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5. Within the VSA, select the Agent > Manage Agents
(http://help.kaseya.com/webhelp/EN/VSA/9050000/index.asp#250.htm) page.

» You should see a new machine account listed on this page for the agent you just created.

Note: See the Agent Deployment
(http://help.kaseya.com/webhelp/EN/VSA/9050000/EN_AgentDeployment_R95.pdf#zoom=70&navpanes=0)

quickstart guide for a general introduction to installing and configuring agents.

Test Viewing Audit Results

When an agent is first installed on a machine all the hardware and software components of the
machine are inventoried and reported back to the VSA.

Wait a few minutes after the agent is installed, then navigate to the Audit > Machine Summary
(http://help.kaseya.com/webhelp/EN/VSA/9050000/index.asp#554.htm) page in the VSA. This single page shows
all the data returned by the audit about the machine you just installed an agent on.

Test Report Generation

1. Navigate to the Info Center > Reporting > Reports page. Your private user folder in the Reports
page is selected when this page first displays.

Click the New > Legacy Report button.

Select the Audit > Disk Utilization report template.

Click Next.

Click Save. The Disk Utilization reportis saved in your private folder.

Click Run Report for the new Disk Utilization report.

Select any organization on the Filters tab.

Click Submit to run the report. The report should be generated in less than a minute.

If a green checkbox icon displays next to the Once value in the Recurrence column, the report was
generated successfully. Report Services is correctly configured. Click the icon to see the publish
report. If no agents have been deployed by your VSA, then you'll only see header and footer
information in the report. This is correct. You can rerun the report after you have deployed agents
and see results in the body of the page.

10.1f a red exclamation point icon displays next to the Once value in the Recurrence column, there was
an error generating the report. You can click the icon to see a detailed message about the error.
Refer to the Configuring SQL Server Reporting Services (page 72) section of this document for
guidance on how to configure Reporting Services.

© o N Ok WD

Update Agents

If you are updating an existing VSA, update agents to version R95, using the Agent > Manage Agents
(http://help.kaseya.com/webhelp/EN/VSA/9050000/index.asp#250.htm) page.

Review the Setup Wizard

The Systems Management Configuration setup wizard enables you to quickly configure and apply
machine management policies for a specific organization. Once configured, these polices are

xXi


http://help.kaseya.com/webhelp/EN/VSA/9050000/index.asp#250.htm
http://help.kaseya.com/webhelp/EN/VSA/9050000/EN_AgentDeployment_R95.pdf#zoom=70&navpanes=0
http://help.kaseya.com/webhelp/EN/VSA/9050000/index.asp#554.htm
http://help.kaseya.com/webhelp/EN/VSA/9050000/index.asp#250.htm

xxii Contents

assigned to each machine you manage on behalf of that organization. Policies govern many different
aspects of machine management:

= Audit scheduling

= Monitoring

= Alerts

= Patch Management

= Routine machine maintenance using agent procedures
With policies you no longer have to manage each machine individually. You only have to assign or
change the policy. A policy assignment or a change within an assigned policy is propagated within 30
minutes to all member machines without you having to schedule anything. Once applied, you can
quickly determine whether managed machines are in compliance or out of compliance with their
assigned policies. Compliance tracking by individual policy provides you with the information you need
to deliver IT services consistently throughout the organizations you manage.

See the Systems Management Configuration online help
(http://help.kaseya.com/webhelp/EN/SSP/9050000/index.asp#11220.htm) for details.

Installing Patch Releases

You may wish to update your Kaseya Server with patch releases as they become available. After
reviewing the patch release notes (http://help.kaseya.com/webhelp/EN/RN/index.asp#PatchReleaseNotes.htm):

1. Rerun Kaseya Server Setup. On the system hosting your Kaseya Server click Start > All
Programs > Kaseya > Kinstall
(http://help.kaseya.com/webhelp/EN/VSA/9050000/install/index.asp#home.htm).

2. Step through the installation wizard.
3. Onthe Kaseya VSA Server Upgrade Options page, select the first option.

KKaseya ¥5A Installation H

KaseyaVSA Server Upgrade Options

Version numbers
Wersion Available: 9.4.05-== may differ!
‘ersion nstalled: depending on

Imstall Options your release

i+ Install addons anly. Do nat upgrade YSA.
« ate coie to Yersion Available’ and install addons:
" Rei W54 Wersion Installed' and install addons.

Addons are szah\\qgtallalion on the next page.

Select the first option to
only install Patch
Releases

Cancel | Back | Hext I

2|
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4. On the Addon Installation wizard page, select the Kaseya Patch Process addon.
Knddon Installation EHE

Your license (TESTJH) entitles you to the following addon modules.

Module Mame Install? | Info }{sé'ﬁ:d ‘\:Egﬁ:dto 52 Description
- @ (94058 9.4.05 Up-ta-date.

Software Management - 0 9405 59.4.0.5 Up-to-date.

Desktop Management - @ (9408 9.4.05 Up-to-date.

Discavery | @ [3405 3.4.05 _lretetate

Mobility I | @ |3405 3405 —= Version numbers may differ,
Policy M aragement | @ 3405 9405 | depending on your release
Time Tracking - @ (9408 9405  Uptoaate,

MNetwark Monitoring - o 3408 5405 Up-to-date:

Service Desk - 0 9405 9.4.0.5 Up-to-date.
Antivirz Atk alware - @ (94058 9.4.05 Up-to-date.
AntiviuzAntik alware [Clas... - 0 9405 59.4.0.5 Up-to-date.

Backup Dizaster Recovery r @ (9408 9.4.05 Up-to-date.

[rata Backup Il Q 3408 9405 Up-to-date.

Cloud Backup r @ |9405 Q408 Lirbo-dat

Endpaint Securit r 94,05

Semice By F o ae Select Kaseya Patch Process
Syztem Backup and Restore | o 3408 to install the Iatest patches
Software Dieplayment - o _ﬁ"/

Tenant b anagement - 405 [ [ Up-to-date.

Kaseya Patch Process ~ Q 3406 9407 Installing version 9.4.0.7

Select Al Cancel Back | Next I

5. Complete the steps of the installation wizard.

Note: Rerunning the installation will restart Kaseya services. Your VSA will be offline for 5 to 10
minutes, depending on the speed of your host environment.
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Installation Prerequisites

The Kaseya Server Setup wizard performs a 9. Perform a System Check (page x) of most of the
prerequisites described in this section.

Note: If you have installed—or intend to install—SQL Server manually, see SQL: Other SQL Server
Requirements (page 59) for a list of prerequisites not yet tested by System Check.

In This Section

Upgrading the VSA 25
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AntiVirus Protection 61
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Upgrading the VSA

Kaseya Server Setup can only upgrade from 6.3 and later versions of the VSA. If your version of the
VSA is earlier than 6.3, check the Kaseya website (http://download.kaseya.com/kinstall.exe) for instructions
on how to upgrade to 6.3 first. Then rerun Kaseya Server Setup. You can can also review the VSA
v6.3 install and upgrade online help
(http://help.kaseya.com/webhelp/EN/VSA/6030000/Install/index.asp?home.htm).

Reapply schema no longer runs scripts on an existing VSA unless the scripts have changed. Reapply
Schema can be forced to run all scripts by entering the following URL in the browser locally on the
Kserver machine.

http://127.0.0.1/1localAuth/installSchema.asp?localApply=true&ignoreVersion=true
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URL Access

Access to http://download.kaseya.com

System Check warns if it does not have internet access to:
= http://download.kaseya.com/download

Access to http://vsaupdate.kaseya.net

System Check warns if it does not have internet access to:
= http://vsaupdate.kaseya.net/vsaupdate
This URL provides access to hotfixing of the VSA and all addons.

Access to http://license.kaseya.net

System Check warns if it does not have internet access to:
= http://license.kaseya.net

Administrator Access

There are two types of administrator access to consider when running the KInstall.exe wizard.

1. You must be logged on as administrator while running KInstall.exe. This applies to all
operating systems.

2. For some operating systems, you must start the install by right clicking KInstall.exe and
selecting the Run as Administrator option to install KInstall.exe. This applies to the following
supported operating systems only:

» Windows 7

» Windows 8

» Windows Server 2008

» Windows Server 2008 R2
» Windows Server 2012

/<l

Open
KInsta| @ Run as administrator
Troubleshoot compatibility

Share with 3

Restore previous versions
Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

See how to change your user account type to administrator for a supported operating system in one of
the following topics.

In This Section

Admin: 7, 8, 8.1 27
Admin: 2008, 2008 R2, 2012, 2012 R2, 10 27
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Admin: 7, 8, 8.1

There are two types of administrator access to consider when running the KInstall.exe wizard.

1. You must be logged on as administrator while running KInstall.exe. This applies to all
operating systems.

2. For some operating systems, you must start the install by right clicking KInstall.exe and
selecting the Run as Administrator option to install KInstall.exe. This applies to the following

Changing Your User Account Type to an Administrator Account

supported operating systems only:
» Windows 7, 8, 8.1, 10
» Windows Server 2008
» Windows Server 2008 R2
» Windows Server 2012
» Windows Server 2012 R2

S

KInsta ]

Windows 7, 8, 8.1

1.
2.

3.
4.

Open
Run as administrator
Troubleshaot compatibility
Share with

Restore previous versions
Send to

Cut

Copy

Create shortcut

Delete

Rename

Properties

Open Windows Explorer.
In the Windows Explorer address bar, navigate to Control Panel\User Accounts and Family

Safety\User Accounts\Change Your Account Type
Click Change your account type
Change the account type to Administrator.

Installation Prerequisites

Note: If the user account your are using lacks sufficient permissions to perform this step, you will need to
logon as another user with administrator access to make the change to this user account.

Admin: 2008, 2008 R2, 2012, 2012 R2, 10

There are two types of administrator access to consider when running the KInstall.exe wizard.

1. You must be logged on as administrator while running KInstall.exe. This applies to all
operating systems.
2. For some operating systems, you must start the install by right clicking KInstall.exe and

selecting the Run as Administrator option to install KInstall.exe. This applies to the following

supported operating systems only:
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» Windows 7, 8, 8.1, 10
» Windows Server 2008
» Windows Server 2008 R2
» Windows Server 2012
» Windows Server 2012 R2

w
Open
KInsta| @ Run as administrator
Troubleshoot compatibility
Share with v
Restore previous versions
Sendto v
cut
Copy
Create shartcut
Delete

Rename

Properties

Changing Your User Account Type to an Administrator Account

Windows 2008, Windows 2008 R2, Windows 2012, Windows 10

1. Open Windows Explorer.

2. In the Windows Explorer address bar, navigate to Control Panel\User Accounts\User
Accounts

3. Click Change your account type
4. Change the account type to Administrator.

Note: If the user account your are using lacks sufficient permissions to perform this step, you will need to
logon as another user with administrator access to make the change to this user account.

Screen Resolution

The Kaseya Server Setup installer requires the screen resolution be greater than or equal to 1024 by
768 pixels.

Operating Systems

28

Kaseya Server is supported on the following operating systems.
= Server 2008, 2008 R2, 2012, 2012 R2

= Windows 7, 8, 8.1, 10 are supported for evaluation purposes only, with systems that have no
more than 5 Kaseya agents.

See System Requirements (http://help.kaseya.com/WebHelp/EN/VSA/9050000/reqgs/index.asp#home.htm) for
more information.
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Domain Controller

Kaseya Server cannot be installed on a system configured as a domain controller.

Exchange

Kaseya Server cannot be installed on a system configured to run Microsoft Exchange Server.

SharePoint

Kaseya Server cannot be installed on a system install with Microsoft SharePoint.

Windows Update
System Check displays a warning if Windows Update has not been run on the system within the last 14

days.

Windows Update: 7, 2008 and 2008 R2

System Check displays a warning if Windows Update has not been run on the system within the last 14
days.

Check for Windows Update

Windows 7

1. Enter Windows Update in Start > Search programs and file.
2. Click Check for updates.
3. Click Install updates if any critical updates are available.

Note: Depending on the type of update, you may have to reboot the system and restart Kaseya Server
Setup.

Windows Update: 8, 8.1, 10, 2012 and 2012 R2

System Check displays a warning if Windows Update has not been run on the system within the last 14
days.
Check for Windows Update

Windows 8, 8.1, 10, 2012 and 2012 R2

1. Open Explorer.

2. In the Explorer address bar, navigate to Control Panel\All Control Panel Items\Windows
Update

3. Click Check for updates
4. Click Install updates if any critical updates are available.
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Note: Depending on the type of update, you may have to reboot the system and restart Kaseya Server
Setup.

Microsoft .Net Framework

The Kaseya Server requires different versions of Microsoft .NET Framework.

Click the Fixit links next to these missing prerequisites to have Kaseya Server Setup wizard install
them for you.

In This Section

DotNet: Version 2.0 30

DotNet: Version 3.5 30

DotNet: Version 4.0 31

DotNet: Version 4.6.1 31
DotNet: Version 2.0

Microsoft .NET Framework 2.0 is a software framework and a set of libraries used by the VSA and
some add-on products. Click the Fix it link next to this missing prerequisite to have Kaseya Server
Setup fix it for you.

To Manually Install DotNet Framework 2.0

1. Download the appropriate package for your operating system from Microsoft .NET Framework
2.0 Service Pack 2 (http://www.microsoft.com/download/en/details.aspx?id=1639)

2. Verify that .NET Frameworks service packs are installed in the
\Windows\Microsoft.NET\Framework directory.

DotNet: Version 3.5

Microsoft .NET Framework 3.5 is a software framework and a set of libraries used by the VSA and
some add-on products. If not already installed, Kaseya Server Setup will install it for you. Click the Fix
it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

To Manually Install DotNet Framework 3.5

1. Download the package from Microsoft .NET Framework 3.5 Service Pack 1 (Full Package)
(http://www.microsoft.com/download/en/details.aspx?id=25150).

2. Verify that .NET Frameworks service packs installed in the
\Windows\Microsoft.NET\Framework directory.

DotNet: Version 3.5 in 2008 R2

Microsoft .NET Framework 3.5 is a software framework and a set of libraries used by the VSA and
some add-on products. If not already installed, Kaseya Server Setup will install it for you. Click the Fix
it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

To Manually Install DotNet Framework 3.5 in 2008 R2
DotNet Framework 3.5 is enabled as a feature in 2008 R2. To enable this feature:
1. Navigate to Administrative Tools > Server Manager.
2. Click on Features.
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3. Click the Add Features link.
» An Add Features Wizard displays.
4. Check .Net Framework 3.5.1 Features
» Click Add Required Role Services, if prompted.

5. Click Next three times.
6. Click Install. Wait for the install wizard to complete the install.
7. Click Close.
8. Verify that .NET Frameworks service packs installed in the
\Windows\Microsoft.NET\Framework directory.
DotNet: Version 4.0

Microsoft .NET Framework 4.0 is a software framework and a set of libraries used by the VSA and
some add-on products. If not already installed, Kaseya Server Setup will install it for you. Click the Fix
it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

To Manually Install DotNet Framework 4.0

1. Download the package from Microsoft .NET Framework 4 (Standalone Installer)
(http://www.microsoft.com/download/en/details.aspx?id=17718)

2. Verify that .NET Frameworks service packs installed in the
\Windows\Microsoft.NET\Framework directory.

DotNet: Version 4.6.1

Microsoft .NET Framework 4.6.1 is a software framework and a set of libraries used by the VSA and
some add-on products. If not already installed, Kaseya Server Setup will install it for you. Click the Fix
it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

To Manually Install DotNet Framework 4.6.1

1. Download the package from Microsoft .NET Framework 4.6.1
(https://www.microsoft.com/en-us/download/details.aspx?id=49978)

2. Verify that .NET Frameworks service packs are installed in the
\Windows\Microsoft.NET\Framework directory.

.NET Core

The Kaseya Server requires different versions of .NET Core.

Click the Fixit links next to these missing prerequisites to have Kaseya Server Setup wizard install
them for you.

In This Section

.NET Core 2.2 31
.NET Core Hosting Bundle 3.1.3 32
.NET Core 2.2

.NET Core 2.2 is a cross-platform and open-source .NET framework used by the VSA and some
add-on products. If not already installed, Kaseya Server Setup will install it for you. Click the Fixit link
next to this missing prerequisite to have Kaseya Server Setup fix it for you.
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To Manually Install .NET Core 2.2
1. Download the package:

» For OS x64 :
https://download.visualstudio.microsoft.com/download/pr/a803822b-178b-4d21-bb7c-aaal
d209c341/e77c5cald0ea9963346655e2ec2733f2/dotnet-runtime-2.2.7-win-x64.exe

» For OS x86:
https://download.visualstudio.microsoft.com/download/pr/2b9e6f98-53ba-412d-8a4e-ch409
2d8a293/602c¢597f378f5¢c5d527e91elfalebb55/dotnet-runtime-2.2.7-win-x86.exe

2. Verify that .NET Core 2.2 service packs is installed navigate to:
» For OS x64 : c:\Program Files\dotnet\shared\Microsoft.NETCore.App
» For OS x86 : c:\Program Files (x86)\dotnet\shared\Microsoft.NETCore.App\

.NET Core Hosting Bundle 3.1.3

The .NET Core Hosting Bundle provides what you need to run .NET Core and all dependencies. Click
the Fixit link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

To Manually Install .NET Core Hosting Bundle 3.1.3
1. Download the package:

» https://download.visualstudio.microsoft.com/download/pr/ff658e5a-c017-4a63-9ffe-e
53865963848/15875eef1f0b8e25974846e4a4518135/dotnet-hosting-3.1.3-win.exe
https://download.visualstudio.microsoft.com/download/pr/ff658e5a-c017-4a63-9ffe-e
53865963848/15875eef1f0b8e25974846e4a4518135/dotnet-hosting-3.1.3-win.exe

2. Verify that .NET Core Hosting Bundle 3.1.3 service pack is installed:
» Open the command line

» On the command prompt, type dotnet --info and verify that the version installed under
"Host" is 3.1.3.

Java 8

Kaseya Server R95 requires Java version 8. A system check "fixit link" identifies if an older version of
Java is installed and updates it. If Java is not installed, the system check "fixit link" will install OpenJDK
8. You can also download and install the Java package https://adoptopenjdk.net/ manually.

IIS Requirements

The following Internet Information Services (1IS) prerequisites apply to Kaseya Server Setup.

Click the Fixit links next to these missing prerequisites to have Kaseya Server Setup wizard install
them for you.

Note: Depending on the operating system installing IIS can require 20 minutes to an hour to install.

In This Section

IIS Installed 33
IIS Role Services 39
IIS Application Pools 45
IIS Handler Mappings 45
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IIS SSL Security Settings 45
IS HTTP Binding 47
IIS Port Check 47
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ASP.NET State Service 49
IIS IP Address and Domain Restrictions 51
Localhost/127.0.0.1 51
IIS Installed

The Kaseya Server requires Internet Information Services (IIS) be installed.
Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

Note: Depending on the operating system installing IIS can require 20 minutes to an hour to install.

is: 7

The Kaseya Server requires Internet Information Services (1IS) be installed.
Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

Note: Depending on the operating system installing IIS can require 20 minutes to an hour to install.

Manually Installing 1IS in Windows 7
1. Open Windows Explorer.

2. In the Windows Explorer address bar, navigate to Control Panel\Programs\Programs and
Features

3. Click Turn Windows Features On or Off.
Check the box to select Internet Information Services.
5. Expand World Wide Web Services.

Ea
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6. Ensure the following options are checked.

g Internet Information Services
® FTP Server
= Web Management Taols
= IS § Management Compatibility
L5 6 Management Consele
L5 6 Scripting Taols
IS 6 WMI Campatibility
LS Metabase and IS 6 configuration compatibility
]}, IS Management Cansole
TS Management Scripts and Taols
7] |, IS Management Service
g Warld Wide Web Services
=[]}, Application Develaprent Features
NET Extensibility

ISAPI Extensions

ISAPI Filters

Server-Side Includes
= Corarnon HTTP Features
Default Docurnent

AR EEEERE
Ie)
=

Directory Brawsing
HTTP Erars
HTTP Redirection
Static Content
WiebDAY Publishing
= Health and Diagnostics
Custorm Logging
V] || HTTP Logging
Lagging Taols
ODEC Logging
V] |, Request Monitor
Tracing
= [7] |, Perfarmance Features

AREERE

V] || Dynamic Content Campression
V] |, Static Cantent Compression
= Security
V] || Basic Authentication
Client Certificate Mapping Suthentication
Digest Authentication
IS Client Certificate Mapping Authentication
V] 1 1P Security
V] || Request Filtering
URL Authorization
V] || Windows Authentication
Internet Information Services Hostable Web Care

Click OK.

Verify IIS For All Versions

Verify that 1IS is running by browsing to http://localhost. Depending on your version IIS, you
should get a page labeled Under Construction for IIS 6 or a page displaying the IIS 7 or 1IS 8 logo. If
Cannot display the webpage or Can not find server message(s) display in the web browser, IIS
has not been configured correctly. Do not proceed with the KInstall.exe installation. The
installation will fail if IIS is not installed and configured properly.

Verify Proxy Server is Not Checked
While the web browser is open, ensure that the server is NOT configured to access the internet via a
proxy server. Follow the steps below.
1. Select Tools on the browser's menu bar or the gear % icon.
2. Select Internet Options.
3. In the Connections tab, select the LAN Settings button
4. Verify that the Proxy Server Option is NOT checked.

Iis: 8, 8.1, 10

The Kaseya Server requires Internet Information Services (lIS) be installed.
Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

Note: Depending on the operating system installing IIS can require 20 minutes to an hour to install.
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Manually Installing 1IS in Windows 8, 8.1, 10
1. Open Windows Explorer.

2. In the Windows Explorer address bar, navigate to Control Panel\Programs\Programs and
Features

Click Turn Windows Features On or Off.

Check the box to select Internet Information Services.
Expand World Wide Web Services.

Ensure the following options are checked.

o0k w

=g Internet Information Services
@[] FTP Server
= [=] |, Web Management Tools
= [=] 1) 1156 Management Compatibility
O 115 & Management Conscle
115 & Seripting Tools
115 & WMI Compatibility
115 Metabase and |15 6 configuration compatibility
115 Management Console
[] . 115 Management Scripts and Tools
115 Management Service
= [=] | World Wide Web Services
= [m] |, Application Developrent Features
MET Extensibility 3.5
MET Extensibility 4.5
Application Initialization
ASP
ASP.MET 3.5
ASP.MET 4.5
CaGl
ISAPI Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
= [m] || Commen HTTP Features
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Static Content
WebDAV Publishing
= [=] |, Health and Diagnostics
Custom Logging
HTTP Logging
[] .. Logging Tools
[] . Request Monitor
[] 1. Tracing
= Performance Features
Dynamic Content Compression
Static Content Compression
= [m] | Security
V| Basic Authentication
IP Security
Request Filtering
URL Authorization

ORERRREECORIE

ORERIRIE

O

OR-IEIE

Click OK.

Verify IIS For All Versions

Verify that 1IS is running by browsing to http://localhost. Depending on your version IIS, you
should get a page labeled Under Construction for IIS 6 or a page displaying the IIS 7 or IS 8 logo. If
Cannot display the webpage or Can not find server message(s) display in the web browser, IIS
has not been configured correctly. Do not proceed with the KInstall.exe installation. The
installation will fail if 11S is not installed and configured properly.

Verify Proxy Server is Not Checked

While the web browser is open, ensure that the server is NOT configured to access the internet via a
proxy server. Follow the steps below.
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oD

Select Tools on the browser's menu bar or the gear “:* icon.
Select Internet Options.

In the Connections tab, select the LAN Settings button

Verify that the Proxy Server Option is NOT checked.

liS: 2008 and 2008 R2

The Kaseya Server requires Internet Information Services (IIS) be installed.
Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

Note: Depending on the operating system installing IIS can require 20 minutes to an hour to install.

Manually Installing 1IS in Windows 2008 and 2008 R2

36

1.

o

Click Start.

2. Enter Server Manager in the Search programs and files edit box.
3.
4. Click the Add Roles link.

Click on Roles.

» An Add Roles Wizard displays.
Click Next to display the Server Roles page.
Check Web Server (lIS), then click Next.

» Click Add Required Features, if prompted.
Click Next twice to display the Role Services page.

» Click Add Required Features, if prompted.




8.

9.
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Select all options as indicated below.

Role Service | Status
Ca  web Server Installed
ca Cornmon HTTP Features Installed
=] Static Conkent Installed
= Defaulk Document Installed
= Direckory Browsing Installed
] HTTP Errors Installed
s HTTP Redirection Installed
Ca Application Development, Installed
Ca ASPMET Installed
Ca MET Extensibility Installed
ca AP Installed
=] Gl Installed
= ISAPI Extensions Installed
= ISAPI Filters Installed
] Server Side Includes Installed
s Health and Diagniostics Installed
ca HTTP Logging Installed
Logging Tools Mot installed
Request Monitor Mot installed
Tracing Mot installed
Custam Logging ot installed
ODBC Lagging Mot installed
Security Installed
Basic Authentication Installed
‘Windows Authentication Installed
Digest Authentication Mot installed

Client Certificate Mapping Authentication Mot installed
115 Client Certificate Mapping Authentication Mot installed

URL Authorization Mot inskalled
= Request Filtering Installed
= IP and Domain Restrictions Installed
] Performance Installed
s Static Conkent Compression Installed
Ca Dynamic Content Compression Installed
Caw  Management Tools Installed
=] 115 Management Console Installed

115 Management Scripts and Tools Mot installed
Management Service Mot installed
115 & Management Campatibility ot installed

115 & Metabase Campatibility Mot installed

115 & WMI Compatibility Mot install=d

115 & Scripting Toals Mot installzd

115 & Management Console Mot installed

FTF Publishing Service Mot installed
FTP Server Mot installed
FTP Management Console Mot installed

Click Next, then Install.
» Wait for the install to complete.

10.Click Close.

Verify IIS For All Versions

Verify that 1IS is running by browsing to http://localhost. Depending on your version IIS, you
should get a page labeled Under Construction for IIS 6 or a page displaying the IIS 7 or 1IS 8 logo. If
Cannot display the webpage or Can not find server message(s) display in the web browser, IIS
has not been configured correctly. Do not proceed with the KInstall.exe installation. The
installation will fail if IIS is not installed and configured properly.

Verify Proxy Server is Not Checked

While the web browser is open, ensure that the server is NOT configured to access the internet via a
proxy server. Follow the steps below.

1.
2.
3.
4. Verify that the Proxy Server Option is NOT checked.

Select Tools on the browser's menu bar or the gear % icon.
Select Internet Options.
In the Connections tab, select the LAN Settings button
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liS: 2012 and 2012 R2

The Kaseya Server requires Internet Information Services (I1S) be installed.
Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

Note: Depending on the operating system installing IIS can require 20 minutes to an hour to install.

Manually Installing 1IS in Windows 2012, 2012 R2
1. Click Server Manager.
2. Click the Dashboard.
3. Click Add Roles and Features.

» An Add Roles and Features Wizard displays.

4. Click Next until the Server Roles page displays.
5. Expand the Web Server (lIS) option.
6. Select all options as indicated below.

4 eb ex

[ Custom Logging
[J Logging Tools

] ODBC Logging
[ Request Monitor
[ Tracing
a4 Ve

V| B ed
[[] Centralized SSL Certificate Support
[ Client Certificate Mapping Authenticatic

[] Digest Authentication

[ 1S Client Certificate Mapping Authentic
] 1P and Domain Restrictions (Installed
[ URL Authorization

[] Windows Authentication

[[] WehbSocket Protocol
[] FTP Server
[ 1is Hostable Web Core

7] 115 & WMI Compatibility (In

[] 1IS Management Scripts and T

V] Man ervice

[] Windaws Deployment Ser
[ Windows Server Update Services

7. Click Next, then Install.
» Wait for the install to complete.
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8. Click Close.

Verify IIS For All Versions

Verify that IIS is running by browsing to http://localhost. Depending on your version IIS, you
should get a page labeled Under Construction for IIS 6 or a page displaying the IS 7 or IS 8 logo. If
Cannot display the webpage or Can not find server message(s) display in the web browser, IIS
has not been configured correctly. Do not proceed with the KInstall.exe installation. The
installation will fail if 11S is not installed and configured properly.

Verify Proxy Server is Not Checked
While the web browser is open, ensure that the server is NOT configured to access the internet via a
proxy server. Follow the steps below.
1. Select Tools on the browser's menu bar or the gear “* icon.
2. Select Internet Options.
3. In the Connections tab, select the LAN Settings button
4. Verify that the Proxy Server Option is NOT checked.

IS Role Services

The Kaseya Server requires certain 1IS Role Services be installed for certain operating systems.
Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.
In This Section

IIS Role Services: 7 39
IIS Role Services: 8, 8.1, 10 40
IIS Role Services: 2008 and 2008 R2 42
IIS Role Services: 2012 and 2012 R2 44

IIS Role Services: 7

The Kaseya Server requires certain 1IS Role Services be installed.
Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

Note: Depending on the operating system installing IIS can require 20 minutes to an hour to install.

Manually Installing 1IS Role Services in Windows 7
1. Open Windows Explorer.

2. In the Windows Explorer address bar, navigate to Control Panel\Programs\Programs and
Features

3. Click Turn Windows Features On or Off.
Check the box to select Internet Information Services.
5. Expand World Wide Web Services.

Ea
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6. Ensure the following options are checked.

g Internet Information Services
® FTP Server
= Web Management Taols
= IS § Management Compatibility
L5 6 Management Consele
L5 6 Scripting Taols
IS 6 WMI Campatibility
LS Metabase and IS 6 configuration compatibility
]}, IS Management Cansole
TS Management Scripts and Taols
7] |, IS Management Service
g Warld Wide Web Services
=[]}, Application Develaprent Features
NET Extensibility

1S8PI Extensians
1S4PI Filters
Server-Side Includes
= Cornrnan HTTP Features
Default Docurnent
Directory Brawsing
HTTP Erars
HTTP Redirection
Static Content
WiebDAY Publishing
= Health and Diagnostics
Custorm Logging
V] || HTTP Logging
Lagging Taols
ODEC Logging
V] |, Request Monitor
Tracing
= [7] |, Perfarmance Features

AR EEEERE
Ie)
=

AREERE

V] || Dynamic Content Campression
V] |, Static Cantent Compression
= Security
V] || Basic Authentication
Client Certificate Mapping Suthentication
Digest Authentication
IS Client Certificate Mapping Authentication
V] 1 1P Security
V] || Request Filtering
URL Authorization
V] || Windows Authentication
Internet Information Services Hostable Web Care

7. Click OK.

Verify IIS For All Versions

Verify that 1IS is running by browsing to http://localhost. Depending on your version IIS, you
should get a page labeled Under Construction for IIS 6 or a page displaying the IIS 7 or 1IS 8 logo. If
Cannot display the webpage or Can not find server message(s) display in the web browser, IIS
has not been configured correctly. Do not proceed with the KInstall.exe installation. The
installation will fail if IIS is not installed and configured properly.

Verify Proxy Server is Not Checked

While the web browser is open, ensure that the server is NOT configured to access the internet via a
proxy server. Follow the steps below.

1. Select Tools on the browser's menu bar or the gear % icon.
2. Select Internet Options.

3. In the Connections tab, select the LAN Settings button

4. Verify that the Proxy Server Option is NOT checked.

IIS Role Services: 8, 8.1, 10

The Kaseya Server requires certain 1IS Role Services be installed.
Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

Note: Depending on the operating system installing IIS can require 20 minutes to an hour to install.
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Manually Installing 1IS Role Services in Windows 8, 8.1, 10
1. Open Windows Explorer.

2. In the Windows Explorer address bar, navigate to Control Panel\Programs\Programs and
Features

Click Turn Windows Features On or Off.

Check the box to select Internet Information Services.
Expand World Wide Web Services.

Ensure the following options are checked.

o0k w

=g Internet Information Services
@[] FTP Server
= [=] |, Web Management Tools
= [=] 1) 1156 Management Compatibility
O 115 & Management Conscle
115 & Seripting Tools
115 & WMI Compatibility
115 Metabase and |15 6 configuration compatibility
115 Management Console
[] . 115 Management Scripts and Tools
115 Management Service
= [=] | World Wide Web Services
= [m] |, Application Developrent Features
MET Extensibility 3.5
MET Extensibility 4.5
Application Initialization
ASP
ASP.MET 3.5
ASP.MET 4.5
CaGl
ISAPI Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
= [m] || Commen HTTP Features
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Static Content
WebDAV Publishing
= [=] |, Health and Diagnostics
Custom Logging
HTTP Logging
[] .. Logging Tools
[] . Request Monitor
[] 1. Tracing
= Performance Features
Dynamic Content Compression
Static Content Compression
= [m] | Security
V| Basic Authentication
IP Security
Request Filtering
URL Authorization

ORERRREECORIE

ORERIRIE

O

OR-IEIE

7. Click OK.

Verify IIS For All Versions

Verify that IIS is running by browsing to http://localhost. Depending on your version IIS, you
should get a page labeled Under Construction for IS 6 or a page displaying the IIS 7 or IS 8 logo. If
Cannot display the webpage or Can not find server message(s) display in the web browser, IIS
has not been configured correctly. Do not proceed with the KInstall.exe installation. The
installation will fail if 11S is not installed and configured properly.

Verify Proxy Server is Not Checked

While the web browser is open, ensure that the server is NOT configured to access the internet via a
proxy server. Follow the steps below.
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oD

Select Tools on the browser's menu bar or the gear “:* icon.
Select Internet Options.

In the Connections tab, select the LAN Settings button

Verify that the Proxy Server Option is NOT checked.

IIS Role Services: 2008 and 2008 R2

The Kaseya Server requires certain 1IS Role Services be installed.
Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

Note: Depending on the operating system installing IIS can require 20 minutes to an hour to install.

Manually Installing IIS Role Services in Windows 2008 and 2008 R2

42

1.
2.
3.

Navigate to Administrative Tools > Server Manager.
Click on Roles.
Click the Add Roles link.
» An Add Roles Wizard displays.
Click Next to display the Server Roles page.
Check Web Server (lIS), then click Next.
» Click Add Required Features, if prompted.
Click Next twice to display the Role Services page.
» Click Add Required Features, if prompted.




7.

8.

9.

Installation Prerequisites

Select all options as indicated below.

Role Service | Status
Ca  web Server Installed
ca Cornmon HTTP Features Installed
=] Static Conkent Installed
= Defaulk Document Installed
= Direckory Browsing Installed
] HTTP Errors Installed
s HTTP Redirection Installed
Ca Application Development, Installed
Ca ASPMET Installed
Ca MET Extensibility Installed
ca AP Installed
=] Gl Installed
= ISAPI Extensions Installed
= ISAPI Filters Installed
] Server Side Includes Installed
s Health and Diagniostics Installed
ca HTTP Logging Installed
Logging Tools Mot installed
Request Monitor Mot installed
Tracing Mot installed
Custam Logging ot installed
ODBC Lagging Mot installed
Security Installed
Basic Authentication Installed
‘Windows Authentication Installed
Digest Authentication Mot installed

Client Certificate Mapping Authentication Mot installed
115 Client Certificate Mapping Authentication Mot installed

URL Authorization Mot inskalled
= Request Filtering Installed
= IP and Domain Restrictions Installed
] Performance Installed
s Static Conkent Compression Installed
Ca Dynamic Content Compression Installed
Caw  Management Tools Installed
=] 115 Management Console Installed

115 Management Scripts and Tools Mot installed
Management Service Mot installed
115 & Management Campatibility ot installed

115 & Metabase Campatibility Mot installed

115 & WMI Compatibility Mot install=d

115 & Scripting Toals Mot installzd

115 & Management Console Mot installed

FTF Publishing Service Mot installed
FTP Server Mot installed
FTP Management Console Mot installed

Click Next, then Install.
» Wait for the install to complete.
Click Close.

Verify IIS For All Versions

Verify that 1IS is running by browsing to http://localhost. Depending on your version IIS, you
should get a page labeled Under Construction for IIS 6 or a page displaying the IIS 7 or 1IS 8 logo. If
Cannot display the webpage or Can not find server message(s) display in the web browser, IIS
has not been configured correctly. Do not proceed with the KInstall.exe installation. The
installation will fail if IIS is not installed and configured properly.

Verify Proxy Server is Not Checked

While the web browser is open, ensure that the server is NOT configured to access the internet via a
proxy server. Follow the steps below.

1.
2.
3.
4. Verify that the Proxy Server Option is NOT checked.

Select Tools on the browser's menu bar or the gear % icon.
Select Internet Options.
In the Connections tab, select the LAN Settings button
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IIS Role Services: 2012 and 2012 R2

The Kaseya Server requires certain 1IS Role Services be installed.
Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

Note: Depending on the operating system installing IIS can require 20 minutes to an hour to install.

Manually Installing 1IS in Windows 2012 and 2012 R2

44

1. Click Server Manager.
2. Click the Dashboard.
3. Click Add Roles and Features.

» An Add Roles and Features Wizard displays.
4. Click Next until the Server Roles page displays.
5. Expand the Web Server (lIS) option.
6. Select all options as indicated below.

4 eb Ses ex

[ Custom Logging
[J Logging Tools
] ODBC Logging
[ Request Monitor
[ Tracing

4 |v| Perfol

[[] Centralized SSL Certificate Support

[ Client Certificate Mapping Authenticatic
[] Digest Authentication

[ 1S Client Certificate Mapping Authentic
] 1P and Domain Restrictions (Installed
[ URL Authorization

[] Windows Authentication

[[] WehbSocket Protocol
[] FTP Server
[ 1is Hostable Web Core

V] IS 6 I y
[J 115 6 Management Console

V] 1S 6 Seripting Tools

Compatibility {

[] 1IS Management Scripts and Toals
v an S 1alled

[] Windows Deployment Servic
[ Windows Server Update Services

7. Click Next, then Install.
» Wait for the install to complete.
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8. Click Close.

Verify IIS For All Versions

Verify that IIS is running by browsing to http://localhost. Depending on your version IIS, you
should get a page labeled Under Construction for IIS 6 or a page displaying the IS 7 or IS 8 logo. If
Cannot display the webpage or Can not find server message(s) display in the web browser, IIS
has not been configured correctly. Do not proceed with the KInstall.exe installation. The
installation will fail if 11S is not installed and configured properly.

Verify Proxy Server is Not Checked

While the web browser is open, ensure that the server is NOT configured to access the internet via a
proxy server. Follow the steps below.

1. Select Tools on the browser's menu bar or the gear “* icon.
2. Select Internet Options.

3. In the Connections tab, select the LAN Settings button

4. Verify that the Proxy Server Option is NOT checked.

IS Application Pools
The Kaseya Server requires application pool be configured.
1. Open Explorer.

2. In the Explorer address bar, navigate to Control Panel\System and
Security\Administrative Tools

3. Click Internet Information Services (lIS) Manager.
Select Application Pools.
5. Add the following items:
» ASP.NET v4.0

v" Name - ASP.NET v4.0

v .NET Framework Version - v4.0

v" Managed Pipeline Mode - Integrated

v Identity - ApplicationPoolIdentity

E

1IS Handler Mappings

The Kaseya Server Setup adds 30 or more handler mappings to the 1IS server for Kaseya Server to
use.

Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

IIS SSL Security Settings

The Require SSL checkbox in Internet Information Services must be disabled to support Kaseya Server
access to http://localhost instead of https://localhost.

Manually Disabling the Require SSL Checkbox

Windows 7, 8, 8.1, 10

1. Open Explorer.

2. In the Explorer address bar, navigate to Control Panel\System and
Security\Administrative Tools
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Click Internet Information Services (lIS) Manager.
Click the Default Web Site.

In the right hand pane, click SSL Settings.
Ensure Require SSL is not checked.

R

lIS SSL Security Settings: 7, 8, 8.1, 10

The Require SSL checkbox in Internet Information Services must be disabled to support Kaseya Server
access to http://localhost instead of https://localhost.

Manually Disabling the Require SSL Checkbox

Windows 7, 8, 8.1, 10

1. Open Explorer.

2. In the Explorer address bar, navigate to Control Panel\System and
Security\Administrative Tools

Click Internet Information Services (lIS) Manager.
Click the Default Web Site.

In the right hand pane, click SSL Settings.
Ensure Require SSL is not checked.

S e

lIS SSL Security Settings:2008, 2008 R2, 2012 and 2012 R2

The Require SSL checkbox in Internet Information Services must be disabled to support Kaseya Server
access to http://localhost instead of https://localhost.

Manually Disabling the Require SSL Checkbox

Windows 2008, 2008 R2, 2012 and 2012 R2

1. Open Explorer.

2. In the Explorer address bar, navigate to Control Panel\System and
Security\Administrative Tools

Click Internet Information Services (lIS) Manager.
Select Sites.

Click the Default Web Site.

In the right hand pane, click SSL Settings.
Ensure Require SSL is not checked.

No A~
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IIS HTTP Binding

Microsoft IIS will automatically be configured for security to operate with the Kaseya
Application Firewall

When installing R95, Kaseya will automatically configure Microsoft IIS to listen on port 18081. This will
overwrite any existing IIS configurations and IIS will only operate as the web GUI for the Kaseya
applications. If you have other websites installed on IIS, they will not function after installing R95.

R95 Installs the Kaseya Application Firewall (KAF) which will terminate all incoming/outgoing web
traffic in order to provide a deeper level of security to mitigate application security attacks. As such,
KAF will handle all web traffic on port 80 and 443 and, after inspecting it, pass it internally to 1IS on port
18081.

Installing the Kaseya Server changes the default IIS http port binding from 80 to 18081. It also removes
other bindings that might be already specified, such as net.tcp, net.pipe, net.msmq, and
msmq.formatname

Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

Note: See ITS Port Check (page 47) and SQL: SSRS Port (page 59) for related port configurations.

1IS Port Check

Port Check determines if any other servers are using port 80 or port 443. If any are detected, this test
fails. The install cannot continue until all servers using port 80 or port 443 are disabled.

The user must make these changes manually, then rerun System Check (page x) to pass the Port Check
test and continue.

Note: See ITS HTTP Binding (page 47) for an explanation of why these ports cannot be used.

IS Strip Headers
IIS StripHeader module is designed to easily remove unnecessary response headers and prevent
information leakage of software and version information, which can be useful to an attacker.
To manually install Strip Headers:

1. Download the package:

http://download.kaseya.com/components/stripheaders/iis_stripheaders_module_1.0.5.ms
i

http://download.kaseya.com/components/stripheaders/iis_stripheaders_module_1.0.5.ms
i

2. Verify that Strip Header module is installed:
c:\Windows\system32\inetsrv\stripheaders.dll

Port Range Increase

The Microsoft TCP stack by default has a limited number of sockets it makes available to application
services. To improve performance with larger agent counts, the VSA installer process will increase this
limit from its default of 16,384 to 55,535 for both TCP and UDP protocols.

To manually make these changes, these commands can be executed as an administrator on the VSA
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server:

1. netsh int ipv4 set dynamicport tcp start=10000 num=55535
2. netsh int ipv4 set dynamicport udp start=10000 num=55535

URL Rewrite

The VSA utilizes the 1S extension URL Rewrite to forward HTTP traffic to the correct ports to help
balance network traffic to and from the VSA.

To manually install URL Rewrite, it can be downloaded from the following page:

= https:/iwww.iis.net/downloads/microsoft/url-rewrite
https://iwww.iis.net/downloads/microsoft/url-rewrite

'Default Web Site' is Website 1

Your IS server must have:
= ADefault Web Site defined, and
= The Default Web Site must be assigned an ID of 1.

Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

Default Web Site: 7, 8, 8.1, 10

Your IS server must have:
= ADefault Web Site defined, and
= The Default Web Site must be assigned an ID of 1.

Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

To Verify the Name and ID of the Default Web Site
Windows 7, 8, 8.1, 10

1. Open Explorer.

2. In the Explorer address bar, navigate to Control Panel\System and
Security\Administrative Tools

3. Click Internet Information Services (11S) Manager.

@j Internet Information Services (II5) Manager

@ &) [@ » tw-w73202 v Sites b DefaultWeb Sit= »

File  “iew Help

Connections

= 0 Default Web Site Home
4 hﬁ T-SFTI202 {T-NT 320 2%l

[} Application Pools Advanced Settings 7 |[=
4-[8) Sites
46D Default Web Site B (General)
i asprist_client Application Pool DefaultAppPool

Bindings hittpe*:B 0
i 1
Mame Default Web Site
Physical Path Sy Drivesslinetp wwroot

Physical Path Credentials
Physical Path Credentials Logon 1 ClearText
Start Autornatically True

4. Right-click the Default Web Site.

» Or right-click the first site listed, if Default Web Site is not listed.
5. Select the Manage Web Site > Advanced Settings... option.
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» The ID field should display 1
» The Name field should display Default Web Site

Default Web Site: 2008, 2008 R2, 2012 and 2012 R2

Your IIS server must have:
= ADefault Web Site defined, and
= The Default Web Site must be assigned an ID of 1.
Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

To Verify the Name and ID of the Default Web Site

Windows 2008, 2008 R2, 2012 and 2012 R2

1. Open Explorer.

2. In the Explorer address bar, navigate to Control Panel\System and
Security\Administrative Tools

3. Click Internet Information Services (IIS) Manager.
4. Select Sites.

@j Internet Information Services (II5) Manager

@ &) [@ » tw-w73202 v Sites b DefaultWeb Sit= »

File  “iew Help

Connections

= 0 Default Web Site Home
4 hﬁ T-SFTI202 {T-NT 320 2%l

[} Application Pools Advanced Settings 7 |[=
4-[8) Sites
4 €D Default Web Site B (General)
R 7 aspret_client Application Pool DefaultAppFPool

Bindings hittpe*:B 0
i 1
Mame Default Web Site
Physical Path Sy Drivesslinetp wwroot
Physical Path Credentials
Physical Path Credentials Logon 1 ClearText
Start Autornatically True

= Right-click the Default Web Site.

» Or right-click the first site listed, if Default Web Site is not listed.
= Select the Manage Web Site > Advanced Settings... option.

» The ID field should display 1

» The Name field should display Default Web Site

ASP.NET State Service

The Startup type for the ASP.net State Service must be set to Automatic.
Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.
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ASP.NET State Service: 7, 8, 8.1, 10

If you have installed DotNet versions manually the ASP.net State Service that is installed with ASP.net
must be manually started. Click the Fix it link next to this missing prerequisite to have Kaseya Server
Setup fix it for you.

AIPMET State Service Properties (Local Computer) | ==

General | Log On | Recaoveny I Dependanciesl

Service name: asphet_state

Dizplay name: ASP.MET State Service

Description: Provides suppart for out-of-process session states for
P ASPMET. I this service is stopped, out-of- process

Fath to executable
C:Awindows'Microzoft NE T Framework'w4.0.3031 3\ aspnet_slate.exe

Startup type: Avtarnatic '] |

Help me confiqure service starbup options

Service statuz, Started

Start Stop I I Pauge Fesume

‘Y'ou can specify the start parameters that apply when vou start the service
fram here.

ak. Cancel Apply

Manually Setting ASP.NET State Service to Automatic
1. Open Explorer.

2. In the Explorer address bar, navigate to Control Panel\System and
Security\Administrative Tools

Select Services.

Right-click ASP.NET State Service and select the Properties option.
Set the Startup type to Automatic.

If the service is not started click Start.

Click OK.

No gakro
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ASP.NET State Service: 2008, 2008 R2, 2012 and 2012 R2

If you have installed DotNet versions manually the ASP.net State Service that is installed with ASP.net
must be manually started. Click the Fix it link next to this missing prerequisite to have Kaseya Server
Setup fix it for you.

AIPMET State Service Properties (Local Computer) 23

General | Log On | Recovery | Dependsncies

Service name: asphet_state

Dizplay name: ASP.MET State Service

Description:

Fath to executable
C:Awindows'Microzoft NE T Framework'w4.0.3031 3\ aspnet_slate.exe

Provides support for out-of-process session states for .
ASPMET. If thiz service is stopped, out-of-process

Startup type: Avtarnatic - | |

Help me confiqure service starbup options

Service statuz, Started

‘Y'ou can specify the start parameters that apply when vou start the service
fram here.

Start Stop | | Pauge Fesume

ak. Cancel Apply

Manually Setting ASP.NET State Service to Automatic

1.
2.

No gakro

Open Explorer.

In the Explorer address bar, navigate to Control Panel\System and
Security\Administrative Tools

Select Services.

Right-click ASP.NET State Service and select the Properties option.
Set the Startup type to Automatic.

If the service is not started click Start.

Click OK.

1IS IP Address and Domain Restrictions

Applies to Windows 2012 and Windows 8 only.

The test checks to see if the IIS > IP Address and Domain Restrictions > Edit Dynamic Restriction Settings >
Deny IP address based on the number of requests over a period of time checkbox is checked. If checked, you
must uncheck it or adjust the Maximum number of requests and Time Period settings for reapply-schema to
complete successfully. These settings vary by machine.

Localhost/127.0.0.1

KaseyaVSA must be able to access the 127.0.0.1 (this machine) on the VSA server to operate
correctly.

If this test fails, here are some possible reasons:

IE ESC Internet Explorer Enhanced Security is Enabled
(https://manage.kickassvps.com/index.php?/knowledgebase/article/12/1-am-unable-to-change-the-security-settings-in

-Internet-Explorer---Disabling-1E-ESC-/).
Windows/System32/drivers/etc/host file contains a bad entry for 127.0.0.1
(http://www.dslreports.com/fag/10131).
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If Kaseya is installed, IS does not have an host binding for the the port specified in Kaseya.
If Kaseya is not installed, IIS does not have a host binding for Type: http, Port: 80.

IIS has specified a hostname that prevents 127.0.0.1.

IPV4 is not installed.

Also see Why can | browse to localhost, not to my computer name? (11S7)
(http://serverfault.com/questions/331139/why-can-i-browse-to-localhost-not-to-my-computer-name-iis7).

Message Queuing Service (MSMQ)

Add the Message Queuing Server (MSMQ).

Note: When you enable MSMQ, do hot include MSMQ's Active Directory component. This will greatly improve
the performance of the Kaseya Server.

MSMQ: 7, 8, 8.1, 10

Add Message Queuing Server (MSMQ).

Manually Adding Message Queuing Server

Windows 7, 8, 8.1, 10

1. Open Explorer.

2. In the Explorer address bar, navigate to Control Panel\Programs\Programs and Features

3. Click Turn Windows features on or off.

4. Expand Microsoft Message Queuing (MSMQ) Server.

5. Expand Microsoft Message Queuing (MSMQ) Server Core.

6. Check Microsoft Message Queuing (MSMQ) Server.

7. Ensure everything below Microsoft Message Queuing (MSMQ) Server Core is unchecked.
Note: When you enable MSMQ, do not include MSMQ Active Directory Domain Services Integration. This will
greatly improve the performance of the Kaseya Server.

MSMQ: 2008 and 2008 R2

Add the Message Queuing Server (MSMQ).

Manually Installing Message Queuing Server

Windows 2008 and Windows 2008 R2

1.
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Click Start.

Enter Server Manager in the Search programs and files edit box.
Select Features.

Click Add Features.

Expand Message Queuing.

Expand Message Queuing Services.

Check Message Queuing Server.

Uncheck everything except Message Queuing Server.



http://serverfault.com/questions/331139/why-can-i-browse-to-localhost-not-to-my-computer-name-iis7

Installation Prerequisites

Note: When you enable MSMQ, do not include Directory Service Integration. This will greatly improve the
performance of the Kaseya Server.

MSMQ: 2012 and 2012 R2

Add the Message Queuing Server (MSMQ).

Manually Installing Message Queuing Server

Windows 2012 and 2012 R2

1.
2.
3.

© N oA

Click Server Manager.
Click the Dashboard.
Click Add Roles and Features.
» An Add Roles and Features Wizard displays.
Click Next until the Features page displays.
Expand Message Queuing.
Expand Message Queuing Services.
Check Message Queuing Server.
Uncheck everything except Message Queuing Server.

Note: When you enable MSMQ), do not include Directory Service Integration. This will greatly improve the
performance of the Kaseya Server.

MSMQ Active Directory Component

When you enable MSMQ, do not include MSMQ's Active Directory Component. This will greatly improve
the performance of the Kaseya Server.

MSMQ AD: 7, 8, 8.1, 10

When configuring MSMQ, ensure the MSMQ Active Directory Domain Services Integration is not checked.
This will greatly improve the performance of the Kaseya Server.

Manually Uninstall MSMQ Active Directory Domain Services Integration

Windows 7, 8, 8.1, 10

. Open Explorer.

In the Explorer address bar, navigate to Control Panel\Programs\Programs and Features

. Click Turn Windows features on or off.

Expand Microsoft Message Queuing (MSMQ) Server.

Expand Microsoft Message Queuing (MSMQ) Server Core.

Check Microsoft Message Queuing (MSMQ) Server.

Ensure everything below Microsoft Message Queuing (MSMQ) Server Core is unchecked.
Ensure the MSMQ Active Directory Domain Services Integration is not checked.
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MSMQ AD: 2008 and 2008 R2

When configuring MSMQ, ensure the Directory Service Integration is not checked. This will greatly
improve the performance of the Kaseya Server.

Manually Uninstall MSMQ Directory Service Integration

Windows 2008 and 2008 R2

1. Click Start.

Enter Server Manager in the Search programs and files edit box.
Select Features.

Click Add Features.

Expand Message Queuing.

Expand Message Queuing Services.

Check Message Queuing Server.

Uncheck Directory Service Integration.

MSMQ AD: 2012 and 2012 R2

When configuring MSMQ, ensure Active Directory Integration is not checked. This will greatly improve the
performance of the Kaseya Server.

O No g rwDd

Manually Installing Message Queuing Server

Windows 2012 and 2012 R2

1. Click Server Manager.
2. Click the Dashboard.
3. Click Add Roles and Features.
» An Add Roles and Features Wizard displays.
Click Next until the Features page displays.
Expand Message Queuing.
Expand Message Queuing Services.
Check Message Queuing Server.
Uncheck everything except Message Queuing Server.

© No oA

Note: When you enable MSMQ), do not include Directory Service Integration. This will greatly improve the
performance of the Kaseya Server.

SQL Requirements

Note: If you have installed—or intend to install—SQL Server manually, see SQL: Other SQL Server
Requirements (page 59) for a list of prerequisites not yet tested by System Check.
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SQL: Installed

If You Want Kaseya Server Setup to Install SQL Express
Click the Fixit link for the SQL Installed row.

= SQL Server Express starts downloading and installing itself automatically. This takes a few
minutes.

= The test runs again automatically after SQL Server Express is installed.

= The SQL Install row now displays a green checkbox.

Note: You can download SQL Server Express
(http://www.microsoft.com/en-us/download/details.aspx?displaylang=en&id=26729), then install and configure it
yourself manually. Review the SQL Requirements (page 54) before you do.

If You Know SQL Server is Already Installed
You must provide a valid credential to the SQL Server.
1. Click the Back button on the System Check page to display the SQL Server Credentials page.
Select option 2 or 3 in the SQL Server Credentials page.
Enter your SQL Server credentials as described in 7. Provide SQL Server Credentials (page viii)
Click the Next button to return to the System Check page.
Click Run Tests verify your SQL Server test passes.

ok wbd

Note: If you have installed—or intend to install—SQL Server manually, see SQL: Other SQL Server
Requirements (page 59) for a list of prerequisites not yet tested by System Check.

SQL: Collation and Compatibility

Compatibility Mode 90
SQL must be in Compatibility Mode 90 (SQL 2005) or greater to support .NET Assemblies.

= sp_dbcmptlevel 'ksubscribers' - Running this stored procedure displays the compatibility
level.

= sp dbcmptlevel 'ksubscribers', 90 - Running this stored procedure sets the compatibility
level to SQL 2005. If you are using SQL Server 2008, do not run this stored procedure.

Collation

= Collation Matching - The Kaseya Server requires the collation selected for each of the following
match each other.

» The SQL Server master database.

» The SQL Server dbtemp database.

» The Kaseya ksubscribers database.
= Case Insensitivity - The Kaseya Server also requires the selected collation be case insensitive.
= Collation Selection

» The default collation setting selected by SQL installer is determined by the Windows default
system language (System locale setting).

» Kaseya strongly recommends the language of your Windows operating system match the
primary language you intend on using in the VSA.

» During the installation of SQL Server, ensure the collation selected for your SQL Server
installation corresponds to the primary language you intend on using in the VSA.

v" For all single-byte language installations, including English, set the collation to:
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SQL_Latinl_General CP1_CI_AS
v" For Korean installations, set the collation to: Korean_Wansung_CI_AS

v" For Chinese installations, set the collation to: Simplified Chinese -
Chinese PRC_CI_AS, Traditional Chinese can be either:
Chinese_Taiwan_Stroke_CI_AS (more common) or
Chinese_Hong_Kong_Stroke_90_CI_AS

v For Japanese installations collation, set the collation to: Japanese_CI_AS

Note: Changing the collation for SQL Server after it is installed requires expertise. If the
collation for the SQL Server must be changed after SQL Server is installed, Kaseya
recommends uninstalling SQL Server entirely, then reinstalling SQL Server and selecting the
correct language to make the change.

Note: If changing the collation of the ksubscribers database is required, reinstall SQL Server
and select the correct collation of the ksubscribers.

SQL: Version

SQL 2012 or greater is required. See SQL: Other SQL Server Requirements (page 59) for a complete
list of SQL prerequisites.

Note: If you have installed—or intend to install—SQL Server manually, see SQL: Other SQL Server
Requirements (page 59) for a list of prerequisites not yet tested by System Check.

SQL: Domain

The SQL Server must be in the same domain or workgroup as the Kaseya Server.

Note: If you have installed—or intend to install—SQL Server manually, see SQL: Other SQL Server
Requirements (page 59) for a list of prerequisites not yet tested by System Check.

SQL: Service Account
The SQL Service must logon either as a:
= LOCAL_SYSTEM, or
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Note: If you have installed—or intend to install—SQL Server manually, see SQL: Other SQL Server
Requirements (page 59) for a list of prerequisites not yet tested by System Check.

SQL: CLR

The Kaseya Server requires CLR be enabled in the SQL Server.
If not already enabled, run the following query inside SQL Server Management Studio (SSMS):

EXEC sp_configure 'show advanced options' , '1';
go

reconfigure;

go

EXEC sp_configure 'clr enabled' , '1°'

go

reconfigure;

-- Turn advanced options back off

EXEC sp_configure 'show advanced options' , '©'

g0

SQL: Full-Text Search

If you are installing the Service Desk addon module, enabling the Full-Text Search feature during a SQL
Server installation improves performance when entering search terms on the Tickets page.
= All full (non-Express) versions of SQL Server support the Full-Text Search feature.
= For SQL Server Express, the Full-Text Search feature is not available in any standard version of
SQL Server Express. This feature is only available with SQL Server Express with Advanced
Services. Kaseya Server Setup optionally installs the standard version of SQL Server Express,
for evaluation purposes only.

The following instructions are similar for any version of SQL Server that supports the Full-Text Search

[
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feature.

Enabling the Full-Text Search Feature in SQL Server
1. Run or rerun the SQL Server installer.
2. In the Feature Selection page of the SQL Server setup wizard, check the Full-Text Search

& SQL Server 2008 Setup [_ O] ]
Feature Selection
e
Select the Standard features to install. For clustered installations, only Database Engine Services and Analysis Services can be
clustered.
Setup Support Rules Features: Description:
RSt Instance Features Includes the Full-Text Search engine, for
Disk Space Reduirements [[]Databsse Engine Services Fast text search on content stored in SQL
i Server.
Error and Usage Reporting [T 5L Ssrver Replication Srver

Installation Rules -
[] analysis Services

[] reporting Services
Installation Progress Shared Features
G [ Business Intelligence Development Studio
[[] Client Tools Connectivity
[ integration Services
[[] Client Tools Backwards Compatibilicy
[[] Client Tools SDK
[] QL Server Books Online
[] Management Toals - Basic
[[] Management Taols - Complete
[ QL Client Connectivity SDK
[T Microsoft Sync Framework
RedistribLtable Features

Ready to Install

Select Al Unseleck All

Shared feature directory: IC:\ngram Files\Microsaft SOL Server)

< Back | Mesxt = Cancel | Help |

Verify the Full Text Search Service is Running
1. Open Explorer.
2. In the Explorer address bar, navigate to Control Panel\System and
Security\Administrative Tools
3. Select Services.

Fle Acion View Help

R =D

BT ¢y cervices (Local)
SQL Full-text Filter Daemon Name = | eseription | satus
Launcher (MSSQLSERYER) 5}:5PP Motification Service Provides Software Lic...
4,501 Active Diractory Helpsr Servics
Ston the service. text Fiter Dagmon Launcher
Restart the servics
1,501 Server (M350LSERYER) T
1€),50L Server Agent (MSSQLSERWER) Executes jobs, monito. .
Description: =y )
Service to launch Fubtext fiter daemon 11 o o BTOMser Provides SQL Server c...
aratess whith wil perform document. . “45QL Server Reporting Services (MSQLSERVER) Manages, executes, 1., Started
Filering and word biresking For SCL 1501 Server Y35 Wriker Privides the intsrfare,.,  Started
Server Ful text search. Disablig this €500 Discavery Discovers networked ...
service wil maks fulltsit search fostures - oL Monitors st started
S Sy il C System Event NokFiestion Servics erikers system sven. . Sharte
1€ Task Scheduler Enables a user to con...  Started

SQL: Additional Databases or Instances

System Check warns against having any non-Kaseya Server databases or instances used by the same
SQL Server.

Note: If you have installed—or intend to install—SQL Server manually, see SQL: Other SQL Server
Requirements (page 59) for a list of prerequisites not yet tested by System Check.
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SQL: Other SQL Server Requirements

Fully Patched

Ensure that SQL Server operating system has the latest Service Packs and is fully patched
beforehand.

Avuthentication
Make sure SQL server is set to Mixed Mode Authentication and not Windows Authentication.

Running SQL Server on a Separate System
If your SQL Server is on a separate system:

= You may have to open TCP Port 1433 and UDP Port 1434. Other ports may be required for
non-default instances of SQL Server.

= Ensure the following services use Network Service logons.
» SQL Server Service
» SQL Server Browser

= Ensure the SQL Server system and Kaseya Server system are synchronized to within a couple of
minutes of each other. A time service is recommended.

= Note: See the Kaseya Knowledge Base (https://helpdesk.kaseya.com/entries/78003448) for more
information.

SQL: SSRS Port

To ensure that SSRS does not conflict with the Kaseya Application Firewall (page 47), the port used
by SSRS is modified by Kaseya Server Setup.

Click the Fix it link next to this missing prerequisite to have Kaseya Server Setup fix it for you.

Changing the SSRS Port Manually

1. Select Start > All Programs. Select the Microsoft SQL Server directory.
Select Configuration Tools > Reporting Services Configuration Manager.
Click Connect.
Click the Web Service URL option in the left navigation pane.
Change the TCP port to 18086. The port defaults to 80.
Click Apply.
Click the Report Manager URL option in the left navigation pane.
Click Advanced.
. UnderMultiple Identities for Report Manager at the top of the pop up, click the Edit button.
10.Change the TCP port to 18086. Click OK.
11.Click Exit to leave the Configuration Manager.

© o Nk wN

RAM Installed

More than 4 gigabytes of RAM is required. 10 or more gigabytes is recommended.

An adequate amount of properly configured RAM is essential for good system performance. See
System Requirements (http://help.kaseya.com/WebHelp/EN/VSA/9050000/reqgs/index.asp#home.htm).
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Disk Space

A minimum of 500 megabytes is required to install Kaseya Server. More than 2 gigabytes is
recommended.

Kaseya recommends a minimum of 5 megabytes (MBs) of the disk space for each machine that will be
managed by the Kaseya Server.

For example, when managing 150 machines, a minimum of 750 MBs of available disk space is
required for the SQL Server 2005 Express database, on the drive where the Kaseya Server application
has been installed.

See the current minimum System Requirements
(http://help.kaseya.com/WebHelp/EN/VSA/9050000/reqs/index.asp#home.htm).

Firewall Ports

Enabling the firewall on the system hosting your Kaseya Server is recommended.

Kaseya performs a System Check of firewall settings on the system hosting your Kaseya Server. If the
firewall is enabled, click the Fix it link to configure the firewall settings for you. The following firewall port
rules are set.

Note: Similar port settings need to be set on your internet firewall.

TCP and UDP 5721

Kaseya Default Agent TCP and Kaseya Default Agent UDP are defined as members of both the
Windows Firewall Inbound Rules and Outbound Rules.

These rules specify a single port number—5721 by default. This port is used for the following:
= The Kaseya agents connect inbound to the Kaseya Server on TCP port 5721.
= The firewall must allow communications back to the Kaseya agent.

= The firewall must allow connections to the Kaseya corporate sites 1license.kaseya.net and
vsaupdate.kaseya.net.

The default 5721 port number may be changed to any other free and available port during or after
Kaseya Server installation.

TCP 80 (HTTP) or TCP 443 (HTTPS)

Kaseya HTTP and Kaseya Kaseya HTTPS are defined as members of both the Windows Firewall
Inbound Rules and Outbound Rules.

These rules allow port TCP 80 and TCP 443 to connect to Kaseya web pages for remote management.

Changing the Port Used by the VSA from Port 80 - See the Kaseya knowledge base
(https://helpdesk.kaseya.com/entries/36273688).

If SQL Server is on a Separate System

TCP 1433 and UDP 1434 - If your SQL Server is on a separate system, you may have to open TCP port
1433 and UDP port 1434 on the Kaseya Server and SQL Server machines. Other ports may be
required for non-default SQL Server instances.

60


http://help.kaseya.com/WebHelp/EN/VSA/9050000/reqs/index.asp#home.htm
https://helpdesk.kaseya.com/entries/36273688

Installation Prerequisites

Windows Temp Folder Access

The Kaseya Server requires the IIS IUSRS group created by the installation of [IS have access to the
Windows\Temp directory.

To set this access manually:
1. Open Explorer.
Navigate to and right click the Windows\Temp directory.
Select the Properties option.
Click the Security tab.
Click Advanced to set special permissions.
Select the IIS_TIUSRS group in the list box.
Click Edit.
Set Type to Allow.
. Set Applies to to This folder, subfolders and files.
10.Check the following checkboxes:
» Read & execute
» Read
> Write
11.Click Show Advanced Permissions.
12.Check the following checkbox:
» Traverse folder / execute file
13.Click OK repeatedly to save your changes.
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AntiVirus Protection

System Check displays a warning if it detects antivirus protection is enabled.

Turning off antivirus real time scanning (also called memory resident protection) is recommended
before continuing with the install.

Note: Remember to enable this feature after the installation is complete.

System Check checks to make sure virus protection or anti-malware software is not active on the
machine. The test writes a test string to disk. If it is missing at the time of the test, it assumes that it
has been removed by the virus protection software. The file written to disk contains the EICAR
anti-virus test string which most virus protection software companies have included in their databases
to test their software will quarantine files.

AntiVirus Protection

System Check displays a warning if it detects antivirus protection is enabled.

Turning off antivirus real time scanning (also called memory resident protection) is recommended
before continuing with the install.

Note: Remember to enable this feature after the installation is complete.

System Check checks to make sure virus protection or anti-malware software is not active on the
machine. The test writes a test string to disk. If it is missing at the time of the test, it assumes that it
has been removed by the virus protection software. The file written to disk contains the EICAR
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anti-virus test string which most virus protection software companies have included in their databases
to test their software will quarantine files.

Disabling Windows Defender in Windows 8, 8.1, 10

Windows Defender is enabled by default in Windows 8, 8.1 and 10. Kaseya Server Setup will not
complete the install while Windows Defender is enabled. To disable Windows Defender:

1. Exit Kaseya Server Setup if it currently running.
2. Click Explorer.

In the Explorer address bar, enter:
Control Panel\All Control Panel Items\Windows Defender

Click the Settings tab.

Uncheck Turn on real-time protection (recommended).
Click Save Changes.

Restart Kaseya Server Setup.

w
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Windows Identity Foundation

Windows Identity Foundation must be installed to support VSA integration with AuthAnvil Password
Solutions.

Using Security Certificates
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Kaseya uses an integrated application firewall which monitors all web-based communication going to
and from the Windows server that Kaseya is hosted on. This provides an added level of security by
enabling Kaseya to log and potentially block malicious activity or application security attacks.

Kaseya strongly recommends that all web-based communication be encrypted using a security
certificate. If you have visited Google or a financial services website, you will notice the “HTTPS” and a
lock icon in your browser’s address bar to indicate the communication between your browser and the
website is encrypted. Kaseya uses TLS for all secured HTTP and WebSocket connections.

To enable secure web traffic, the Kaseya Application Firewall needs a security certificate to be
imported. The security certificate and its corresponding private key allow for communication to be
encrypted and prove the identity of the server.

For detailed instructions on how to configure the Kaseya Application Firewall with a security certificate,
please read the options below and click the link applicable to your environment to read the
corresponding knowledge base article:

1. You already have a security certificate in Microsoft IS that you wish to export and use in the
Kaseya Application Firewall. See Detailed Instructions...
(https://helpdesk.kaseya.com/entries/58305257) The Kaseya Server installation wizard includes a step for
applying the exported security certificate to the Kaseya Server (page x).

2. You don’t have a security certificate and want to purchase one from a trusted certificate
authority—Verisign, Thawte, DigiCert, etc... —to use in the Kaseya Application Firewall. See
Detailed Instructions... (https://helpdesk.kaseya.com/entries/57708403)

3. You want to create a self-signed security certificate to use in the Kaseya Application Firewall. See
Detailed Instructions... (https://helpdesk.kaseya.com/entries/58873886)
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Moving the Kaseya Server

Moving the Kaseya Server

Rather than update your existing Kaseya Server on the same machine, you may wish to move your
Kaseya Server to a new system and update it at the same time. Perform the following procedures
instead of the steps described in Installation Step by Step (page iii).

In This Section

Pre-Update Checklist 63
Backup the Kaseya Server 64
Scheduling the Update 64
Anti-Virus Software 64
Moving the Kaseya Server 64
Archiving the Kaseya Server 66

Pre-Update Checklist

Warning: Do not proceed with the Kaseya update unless the Pre-Install Checklist and Pre-Update Checklist
have been completed.

O

Identify the license code of your existing Kaseya Server.

Make a full backup your Kaseya Server (page 64) (and database servers if SQL is running on a
separate machine)

Ensure you are prepared to revert back to your full backup to avoid disruption to your production
system, if you encounter issues as a result of the upgrade.

O
O
O

Separately backup the ksubscribers database and your Kaseya Server User directories. See
Archiving the Kaseya Server (page 66) for more information.

O

Schedule the update (page 64).

O

Disable anti-virus security protection (page 64) just before beginning the update.
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Backup the Kaseya Server

Always ensure that you have a complete backup of your Kaseya production system. This includes:
= The system hosting your Kaseya Server.

= The SQL Server system hosting the ksubscribers database, if SQL Server is running remotely
from the Kaseya Server.

Scheduling the Update

If updating an existing Kaseya Server, ensure that you schedule a downtime window that allows
enough time for running the update, testing, and restoring the system back to its original state, if
necessary. The Kaseya Server will be stopped for the duration of the update and will be unavailable for
agents, machine users or VSA Administrators.

= Updating from v4.x or v5.x to K2 may take several hours depending on DB size and server
specification.

= Updating from Kaseya 2008 or the VSA should take less than 30 minutes, as the DB changes are
fewer.

Anti-Virus Software

On both the Kaseya Server and on the SQL Server:
» Disable real time scanning for all anti-virus software

» Disable Data Execution Prevention (DEP), if necessary, using the System dialog box in
Control Panel.

Remember to enable these features after the installation is complete.

Moving the Kaseya Server

Moving your existing Kaseya Server to a new machine involves copying selected files from your
existing Kaseya Server to the new machine, then installing a new Kaseya Server over these files.

Take Your Existing Kaseya Server Offline

= Disable incoming email by checking the Disable email reader checkbox in Ticketing > Email Reader.

= Change the IP address of the network adaptor used by your existing Kaseya Server to an unused
IP address. This prevents agents from checking in and prevents users from logging in.

Note:If you elect to run your existing/old Kaseya Server while you set up the new Kaseya Server
with a new name and IP address, then you will need to redirect the agents using the Agent >
Check-in Control page just prior to putting the new Kaseya Server online.

= If your existing Kaseya Server is 5.1 or earlier, disable SMTP on the localhost. If your existing
Kaseya Server is 5.2 or later, change the port number using the System > Configure page.

Archive Your Existing Kaseya Server
= Perform the procedure for Archiving the Kaseya Server (page 66).
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Copy Archived Data to Your New Machine
= Copy the files you archived in Archiving the Kaseya Server (page 66) to the machine that will be
running your new Kaseya Server. Ensure the top folder of the archived folder tree matches the
Kaseya install directory you intend to install into. The default is C: \Kaseya.
= Use SQL Server Management Studio to restore the ksubscribers database you archived in
Archiving the Kaseya Server (page 66) to the machine that will be hosting your new SQL Server.

Note: Ensure the SQL: Other SQL Server Requirements (page 59) for both SQL Server and the
ksubscribers database is correct.

Note: After a restore of a 5.1 database, the SSRS URL will be invalid and need to be reset. After a
restore of a 6.x database the SSRS URL may be invalid and need to be reset.

Install Kaseya on the New Machine

= Install a new Kaseya Server on your new machine by following the procedure described in
Installing a New K2 Kaseya Server.

Note: Ensure all prerequisites are met before beginning the install.

= If you specify a SQL Server instance on a remote machine and it has a ksubscribers database,
you will get a prompt asking you to confirm that you want to update, if necessary, that database
and redirect it to the new Kaseya Server. Clicking Yes to this prompt will take the database away
from the existing Kaseya Server using it and redirect it to the new Kaseya Server you are
installing.

Kaseya Installation

%, The Kaseya database, ksubscribers, already exists on the remote
| | SQL server.
= Proceeding with this installation may conflict with another Kaseya
installation
that uses the same datahass.

Are you sure you wish to proceed with this installation?

Yes o

Put Your New Kaseya Server Online

= Inthe VSA of your new Kaseya Server, uncheck the Disable email reader checkbox in Ticket > Email
Reader.

= If you didn't configure your outgoing email during the install, configure it using the System >
Outbound Email page.

= Change the IP address of the network adaptor used by your new Kaseya Server to use the
original IP address of your existing Kaseya Server. Agents will now start to check into your new
Kaseya Server.

Note: If you elected to run your existing/old Kaseya Server while you set up the new Kaseya
Server with a new name and IP address, then you must change all the agent accounts on the
new Kaseya Server to use the new Kaseya Server name and IP address. After the new Kaseya
Server agent accounts are properly set, change all the agent accounts on the existing/old
Kaseya Server to use the new Kaseya Server name and IP address. Use the Agent > Check-in
Control page in the VSA to redirect the agents to the new Kaseya Server and IP address. You
will need to leave your existing/o/d Kaseya Server active long enough for all of your agents to
check-in and be redirected to the new Kaseya Server.

= Update agents using the Agent > Manage Agents page.
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Archiving the Kaseya Server

An archive of an installed, production Kaseya Server enables you to re-install that Kaseya Server on
any other system, with no loss of data or functionality. Your archive should include the following:
= Areadme file documenting essential information required to perform a re-install from the archive.

= An archival folder structure, containing selected files and subfolders, that matches the folder
structure used by your existing Kaseya Server.

= A SQL Server backup of your Kaseya Server ksubscribers database.

Note: See Moving the Kaseya Server (page 64) for instructions on how to re-install the archive.

Note: Ensure the archive is maintained in a secure location.

Preparing the Readme File
1. Log in to your current Kaseya Server as a master administrator.
2. Add the following information to the readme file:

» Current address of the Kaseya Server - This field is located on the System > Configure page to
the right of the label Change external name / IP address of Server.

» Current port number of the Kaseya Server - This field is located on the System > Configure page
to the right of the label Specify port Agents check into Server with.

» License code of the Kaseya Server - For 4.7 and earlier this field is located on the System >
Configure page to the right of the label License Code. For 4.8 and later this field is located on
the System > License Manager page.

Note: You will use this same License code in your new Kaseya Server. If you have any trouble
using your license code in your new Kaseya Server, then please submit a support ticket using
the Kaseya Help Desk (https://helpdesk.kaseya.com/hc/en-gh/articles/360000333152) requesting an
updated license key.

» SQL Server logon - The system administrator logon (sa) and password for the SQL Server
hosting your ksubscribers database.

VSA master user logon - The VSA logon username and password of a master administrator.

» Kaseya install directory - The fully qualified pathname of the
<Kaseya_Installation_Directory>.

Outbound Email Host - The VSA outbound email host name and port.

» Inbound Email Server - The email server, port, and if necessary, the credential for inbound
email defined in the Ticketing > Email Reader page.

\4

Y
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Moving the Kaseya Server

Creating an Archival Folder Structure

Create an empty folder structure out of the following directories, similar to the image below. Rename
the Kaseya folder shown in the image to match the name of your Kaseya Server install directory, if
applicable. Copy files and folders from your existing Kaseya Server into this empty folder structure as
described below. You may not need to use all the folders depicted in the image.

4 |, Kaseya
P EndpointDownloads
P EndpointUploads
P . UserProfiles
E WebPages
access
B themes
B banner
Images
- classic
Images
4 compact
Images
B default
Images

= <Kaseya_Installation_Directory>\UserProfiles (excluding the @dbBackup folder) - This
directory contains the files associated with your managed machines.

= <Kaseya_Installation_Directory>\WebPages\ManagedFiles (excluding VSAHiddenFiles)

- This directory contains the scripts and managed files belonging to each administrator, as well as
KES profiles.

Warning: Do not copy VSAHiddenFiles, found inside the WebPages\Managed files directory, from
an old system to a new system. This directory contains many system helper files. Your new system
install contains the latest versions of these files.
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= <Kaseya_Installation_Directory>\WebPages\DataReports - This directory contains
scheduled reports.
= <Kaseya_Installation_Directory>\EndpointDownloads
= <Kaseya_Installation_Directory>\EndpointUploads
These following directories only need to be archived if customization of the VSA has created them:

= <Kaseya Installation Directory>\Kserver\ignoresubject.txt - This file only exists if
inbound email is being filtered using the Reject inbound emails containing the following in the subject
line edit box in Ticketing > Email Reader.

= <Kaseya_Installation_Directory>\WebPages\themes\banner\images\new - This
directory, if it exists, contains customized icons for reports and the agent when using the banner
theme.

= <Kaseya_Installation_Directory>\WebPages\themes\classic\images\new - This
directory, if it exists, contains customized icons for reports and the agent when using the classic
theme.

= <Kaseya Installation Directory>\WebPages\themes\compact\images\new - This
directory, if it exists, contains customized icons for reports and the agent when using the compact
theme.

= <Kaseya_Installation_Directory>\WebPages\themes\default\images\new - This
directory, if it exists, contains customized icons for reports and the agent when using the default
theme.

= <Kaseya_Installation_Directory>\WebPages\access> - This directory contains two files,
DefaultHeader.htm and LeftHeader.htm that may be customized.

= <Kaseya Installation Directory>\xml\Procedures\AgentProcPaths - This directory, if it
exists, contains customized "approved" relative paths for agent procedure getRelativePathFile()
commands.

» <Kaseya_Installation_Directory>\xml\Procedures\AgentProcSQL - This directory, if it
exists, contains customized "approved" XML SQL read and write commands for agent
procedures.

Create a SQL Server Backup of the Kaseya Server Data
1. Use SQL Server Management Studio to backup the ksubscribers database.

2. Copy this latest SQL Server backup to your archival folder structure. The typical location for
Kaseya Server backups is: <Kaseya_Installation_Directory>\UserProfiles\@dbbackup.

Note: Return o Moving the Kaseya Server (page 64) if you are performing this procedure.

Migrating Agents to Another Kaseya Server

You may decide for performance or logistical reasons to migrate managed machines to a new Kaseya
Server. This can be done at any time, whether or not the agents are currently checking in. Use the
Agent > Check-In Control (http://help.kaseya.com/webhelp/EN/VSA/9050000/index.asp#243.htm) page to perform
the following procedure.

1. Atthe original Kaseya Server, set the primary Kaseya Server setting to point to the new Kaseya
Server address.

2. Atthe original Kaseya Server, point the secondary Kaseya Server setting to the original Kaseya
Server address.

3. Atthe new Kaseya Server, set both the primary and secondary Kaseya Server to point to the new
Kaseya Server.
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4. Wait for all the agents to successfully check into the new Kaseya Server. At that time, the original
Kaseya Server can be taken off-line.

Redirecting Module Client Software

Some modules in the VSA require installing additional client software. Identify the agent machines that
have client software installed in your original Kaseya Server. In the new Kaseya Server run the
following commands on each agent machine to reconnect client software:

= Anti-Malware (Classic) - Run Connect Antivirus.

= Antivirus (Classic) - Run Connect AntiMalware.

= Endpoint Security - Run Connect Client.

= Backup - Re-verify client installation from Backup > Install/Remove page
= System Backup and Recovery

» for Kaseya licensed client installations - Uninstall KSBR client from old server. Install again
from new.

» for 'managed' installations - Use Manage button from KSBR > Install or Remove page on new
server.

Warning: Do not connect more than 5 machines at any given time
(https://kaseya.zendesk.com/entries/96256917). Selecting more machines may cause the process to time out
and appear to fail.

Command Line Options

The following topics discuss command line arguments you can use when running KInstall.exe.
In This Section

Non-Internet Installs 69
Set Web Proxy Credentials 71
Reapply Schema 72

Non-Internet Installs
The Kaseya Server can be installed on a system without internet access.

Prerequisites
The following prerequisites must be installed or configured manually on the non-internet machine.
= Microsoft .Net Framework (page 30): 2.0, 3.5, 40 and 4.6.1.
= SQL Requirements (page 54)
= Java SE 7 (page 32)
ASP.NET State Service (page 49)
= Windows Identity Foundation (page 62)

Creating or Updating a Kaseya Server Setup Package on an Internet Machine
1. Start KInstall.exe on a machine with internet access using the following parameter.
KInstall.exe /CreatePackage
2. Enter your license code and click the Next button.
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Your license code specifies all the install files you are authorized to download.
3. A prompt asks if you would like to download the installer for SQL Express as well.

» Click No. SQL Express should be downloaded and installed manually on the non-internet
machine.

4. Wait for all install files to be downloaded.

» AKInstallPackage.zip file will be created for you on the desktop of your internet-access
machine. This zip file contains all the files required for your non-internet-access install.

d

KInstallPacka
geip

5. Copy the KInstallPackage.zip and the KInstall.exe file from the internet-access machine to
the non-internet-access machine.

Running Kinstall on the Non-Internet Machine
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1. Run KInstall.exe on the non-internet machine. The installer automatically detects when there is

no access to the internet.

» You can prevent the delay taken to test for internet access by running KInstall.exe with a
/NoInternetConnection parameter.

. The first page of the install wizard prompts you to enter the SQL Server or SQL Express

credential Kaseya Server will use to install or update its database. See 7. Provide SQL Server
Credentials (page viii) in Installation Step by Step.

. The Kinstall Package Import page then displays:

» Import license and installer using the file specified below - You are running the KInstall.exe for
the first time or want to run it from scratch. You have downloaded a new
KInstallPackage.zip. Click the browse [...] button to locate the KInstallPackage.zip
you copied from the internet-access machine.

> Use existing KinstallPackage import - You are rerunning the KInstall.exe. You have decided
to use the KInstallPackage.zip you already installed.

& Kinstall without Internet Access

KInstall Package Import

Select option:

& |mport license and installers using the file specified below:

£ e existing Klnstall Package.

ou are runnng Klnstall without intenet access

Use a machine connected to the intermet to create a KlnstallPackage. zip
file by mnning:

Elrztall /CreateFackage
This will create a KlnstallPackage.zip file containing the installers and
ather files necessary to install Kasepa WSA Server on a computer not
connected to the internet:

Copy KlnstallPackage.zip to thiz machine and run:

Klnstall /MalnternetConnection

Cancel | Back | Mext I

4

. Click the Next button.

» The KinstallPackage.zip file is moved to a new, permanent location on the
non-internet-access machine and the install files are extracted.

» Internet access is not required for the rest of install. You have all the files you need!

. The installer will Perform a System Check (page x) for all the prerequisites required by the

Kaseya Server. This will include a system check of the prerequisites you had to install manually,
listed at the beginning of this topic.
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6. Complete the install.

Set Web Proxy Credentials

Note: This topic applies if your Kaseya Server is not connected to the internet but you are able to use a
proxy to access the internet.

The Proxy Settings dialog enables KInstall.exe to access the internet via a proxy IP and port.
Credentials can be specified if required by the proxy. The IP address and the user name are encrypted
and saved from use to use. The password is never saved.

/SetWebProxy:On
To enable the proxy dialog, use the following command line argument:
KInstall /SetWebProxy:0n

Once enabled, the proxy dialog displays each time you run KInstall.exe, whether you include the
/SetWebProxy:0n argument in the command line or not. Displaying the proxy dialog each time
ensures you are reminded that the proxy settings are enabled. It also allows you to re-enter the
password for the credentials, if credentials must be specified.

& Set WebProxy Credentials [ 2] <]
Proxy Settings

Proxp Addiess [localProxylP.3080)

Uzerame:
| (Dptional)

Password:

[Optional]

D omair:
| (Dptional)

Leave the Usatlame, Password, and Domain blank to use the
lngged in user's credentials.

Delets concel | Newt |
A

The following field is required:
= Proxy Address - Enter a local IP address. Optionally include a port. Example: 10.10.10.250:8080

Optionally enter the following fields. If credentials are not entered the logged on user's credentials are
used to access the proxy.

= UserName - Enter the username.

= Password - Enter the password. The password is never saved. It must be re-entered each time
KInstall.exe is run if proxy credentials must be specified.

= Domain - Enter the domain, if applicable.
Once Proxy Settings are entered, or re-entered, click Next to continue running the KInstall.exe

installation as described in Installation Step by Step (page iii).
/SetWebProxy:Off

To disable the proxy dialog, you can either click the Delete button or use the following command line
argument:

KInstall /SetWebProxy:O0ff
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Reapply Schema

Reapply schema does not runs scripts on an existing VSA unless the scripts have changed.

Reapply schema can be forced to run all scripts by entering the following URL in the browser locally on
the Kserver machine.

http://127.0.0.1/localAuth/installSchema.asp?localApply=true&ignoreVersion=true

Configuring SQL Server Reporting Services

Report Services with a New Install of the VSA

A new install of the VSA provides a built-in, proprietary report server for running reports on smaller
implementations of the VSA. This report server is used by default for new installs of the VSA. SQL
Server Reporting Services (SSRS) is supported for larger implementations.

Report Services when Upgrading an Existing VSA
After an upgrade of the VSA the same report server configured previously will continue to be used.

SSRS Configuration Guidelines

= Ensure SQL Server is installed with Reporting Services.
= Determine if Reporting Services is appropriate for your instance of the VSA. For more
information, see the Kaseya knowledge base (https://helpdesk kaseya.com/entries/33664396).
= Other articles that may be of some interest include:
» Reporting Services Configuration Manager (Native Mode)

(https://docs.microsoft.com/en-us/sgl/reporting-services/install-windows/reporting-services-configuration-man
ager-native-mode)

= Verify Reporting Services installation by browsing to the Report Server. This URL is required by
the VSA installation.
» Assuming a localhost installation, use http://localhost/ReportServer. You should get
a Reporting Services home page without needing to authenticate.
» If SQL is on a separate server, this page needs to be accessible from the Kaseya Server
using http://<SSRS-system-name>/ReportServer.

» If you are not using the default instance, the URL will become
http://localhost/<SSRS-system-name$InstanceName>.

Note: See Specifying the SSRS URL (page 72).

Specifying the SSRS URL

The VSA requires a URL to connect to SQL Server Reporting Services. The SSRS may installed
locally or remotely from the Kaseya Server.

This topic provides guidance on how to determine what this URL should be, using settings in three
different software packages. When all three packages are integrated successfully, these settings
should be consistent with each another.

= Report Services Configuration

72


https://helpdesk.kaseya.com/entries/33664396
https://docs.microsoft.com/en-us/sql/reporting-services/install-windows/reporting-services-configuration-manager-native-mode
https://docs.microsoft.com/en-us/sql/reporting-services/install-windows/reporting-services-configuration-manager-native-mode

Configuring SQL Server Reporting Services

= IS
= The VSA > System > Configure page, once the VSA is installed

Format of the SSRS URL
The URL used by the VSA to connect to Reporting Services has the following format:
http://<SSRS-system-name>/ReportServer/ReportService2005.asmx

= You can substitute localhost for <SSRS-system-name> in the format above if you are logging on
locally to the SQL Server.

= Ifyou are not using the default instance name of MSSQLServer, you'll need to include the instance
name, formatted as $InstanceName. For example:

http://localhost/<SSRS-system-name$InstanceName>/ReportServer/ReportService20
05.asmx

For example, if your SSRS SQL Server 2016 name is sv-star-wl6, and it is using the default instance
name of MSSQLServer, then the URL would be:

http://sv-star-wl6/ReportServer/ReportService2005.asmx

Verifying the SSRS URL using a Web Browser

If the format discussion above was enough for you to specify what the SSRS URL should be, you can
test the URL immediately using your favorite web browser. If the connection is successful it shows you
a Report Server confirmation page, similar to the image below.

Note: If logging in remotely, you may have to provide authentication.

Enter just the first part of the URL, without the ReportService2005. asmx filename.

= If logged on locally, enter the following:
http://localhost/ReportServer

= Iflogged on remotely, enter the SSRS system name instead of localhost. For example:
http://sv-star-wl6/ReportServer

= The image belows shows what you an example before the VSA has been installed.

e - a x
Home - SQL Server Rep

C | @ sv-star-w16/ReportServe

%/ [q sv-ster-wl6/ReportSene X

sv-star-wl6/ReportServer - /

Microseft SQL Server Reporting Services Version 13.0.4001.0

Identifying a SSRS 2016 URL
If browser testing of the URL described above failed, check the following settings.
1. Locate and open Reporting Services Configuration Manager.
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2. Connect to your SSRS server and instance.

Gy R

SQL Server 2016
Reporting Services Configuration Manager

Connect

Reporting Services Configuration Connection X
SQL Server 2016
Reporting Services

Please specify a server name, dick the Find button, and select a report server
instance to configure.

Server Name: SV-STAR-W 16 Find
Report Server Instance: MSSQLSERVER v
=

@

3. Select the Web Service URL menu option. Then click the Report Server Web Service URLs link.

¥ Reporting Services Configuration Manager: SV-STAR-W16\MSSQLSERVER - [u} X
SQL Server 2016
Reporting Services Configuration Manager
Connect
e Web Service URL
7 SV-STAR-W 16\SSQLSERVER
Configure 2 URL used ta access the Report Server. Click Advanced to define multiple URLs for 2 single Repart Server
= j@ instance, or to specify additional parameters on the URL,
=4, service Account
VA Report Server Web Service Virtual Directory
Vieb Service LRL
‘ Virtual Directory: Reportserver
| Datzbase
Report Server Web Service Site identification
© vich Portal URL TP Address: Al Assigned (Recommended) v
TCP Port: |1suss
=1 E-mai Settings HTTPS Certificate: ot selecied) o
HTTPS Port: Advanced...
[P Execution Account
,.
P Encryption Keys Report Server Web Service URLs
URLs:
[ subscription Settings
¥, Scale-out Deployment.
il Power B1 Integration
Results
Copy
@ Exit

If you are viewing this page after the VSA was installed on the same system as Report Server,
you will notice the default port 80 for SSRS was changed to 18086 during System Check.

The folownng SSRS Uifs are carfigured
Instance: MSSQLSERVER
ReportServer\WebService: hitp://+:18086
RepartServerlieb/pp: itp:¢/+ 13086
@ [S5RS Pot Bndngs Is SSRS setup for HTTP on por: 180367 O || ance: SQLEXPRESS
Report Server\Web Service: hitp://+:18086
ReportManager htp://+:18085

74



Configuring SQL Server Reporting Services

4. The Report Server confirmation page displays.

C | @ sv-star-w16:18086/ReportServe ¥r| i

sv-star-wl6/ReportServer - /

Microsoft SQL Server Reporting Services Version 13.0.4001.0

Specifying the SSRS URL within the VSA

Once the VSA is installed you can always specify a different SSRS URL from within the VSA using the
System > Configure page. Click the Change URL button to:

= Display or change the URL the VSA uses to connect to the SSRS.
= Set a credential used to run reports (page 79).
= Set the report logo URL (page 84).
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Remote SSRS Configuration

When SSRS is remote from the Kaseya Server and attempting to run a VSA report displays the following
connection error...

ERROR: The permissions granted to user '<domain>\<username>' are insufficient for
performing this operation

... perform the following configuration.

Creating an "Everyone" System User in Report Manager
The following procedure sets "site wide" security settings for all users accessing SSRS.
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1.

ok wnN

Login to the system hosting SQL Server.
Open Reporting Service Configuration Manager.
Connect to the Report Server instance.
Navigate to Web Portal URL.

Click the URLs link. You may be prompted for username and password. Just use your domain
account.

2 Reporting Services Configuration Manager: SV-STAR-W16\MSSOLSERVER - o x

SQL Server 2016

Reporting Services Configuration Manager

3 Connect
g Lonne Web Portal URL
= SV-STAR-WI6\MSSQLSERVER
@ Configure 3 URL to access Web Partal. Click Advanced to define multiple URLS, or to specify additional parameters on
=4, service Account the URL,
8 Web Service URL Web Portal Site Identification
Virtual Directory: Reports
Database
URLs: hitp://SV-STAR-W16:18086/Reports Advanced
& Web Portal URL
23 E-mal Settings
[ Execution Account
‘%, Encryption Keys
|24 Subscription Settings
4% 4 Scale-out Deployment
5] Power BI Integration
Results
Copy
@ Bt
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6. You should see the following Home screen. Click the gear i3 icon > Site Settings option.

[ sv-star-v % /[l Home -

T4 localhost X [l Home - < x

SQL Server Reporting Services

% Favorites (] Browse

My subscriptions

Site settings

This folder is empty.

yel

7. Click the Security menu option.
8. Click the Add group or user button.

C | ® sv-star-w16:18086/Reports/manage/security/browse

&«

SQL Server Reporting Services

% Favorites (] Browse

ﬂ:C}ZB Site settings

General } Add group or user

Branding
Roles

Edit Group or user
Schedules
BUILTIN\Administrators

Security

9. Enter Everyone in the Group or user field.

System Administrator

Administrator
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10.Then click OK.

&«

C | @ sv-star-wié:

ts/manage/secur

SQL Server Reporting Services Administrator

% Favorites [ Browse

QCSE Site settings

General Use this page to assign a user or group to a system role. You can also use this page to create or modify a system role

definition.

Branding
Group oruser:  Everyone
Schedules

Select one or more roles to assign to the group or user.

Security Role Description

System Adminis  View and modify system role assignments, system role definitions, system properties, and share
trator d schedules.

@ System User View system properties, shared schedules, and allow use of Report Builder or other dlients that
execute report definitions.

“ Cancel

11.You're done! Your report should be running now.

ts/manage/secur

SQL Server Reporting Services Administrator

% Favorites [ Browse

Q:QB Site settings

General t Add group or user
Branding
Edit Group or user Roles
Schedules
BUILTIN\Administrators System Administrator
Security
Edit Everyone System User
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Adding Custom Credentials to a Remote

Report Server

You can provide all VSA users with a credential that lets them run SSRS reports. This eliminates the

need to maintain access rights for each VSA user requiring access to the SSRS. This applies in

particular to VSA users in a workgroup instead of a domain, who don't have a centralized method of

authentication such as Active Directory to manage access rights to the SSRS.

Credentials are specified in three locations:

= User Accounts in the system hosting the SSRS.

= SSRS Report Manager.

= VSA > System> Configure > Change URL... > User Name

Procedure

1. On the system hosting the SSRS, add a KaseyaReport user.
» Give the user a strong password.
» Uncheck the User must change password at next logon field.

» Check the User cannot change password and Password never expires fields.

&

File Action View Help

e 2@ 6= HE

& Computer Management (Local| Name Full Name
v i
[k System Tools & Administrator

@ Tosk Scheduler & Defaulticco,
] Event Viewer
B Guest

Description
Built-in account for administering
A user account managed by the .
Built-in account for auest as t.

i1 Shared Folders

v & Local Users and Groups| New User

?

| Users
| Groups

User name [KaseyaRepat

(&) Performance e ‘hgeﬁﬂepud

& Device Manager

v €4 Storage Descrption: | KaseyeReport

W Windows Server Backup
= Disk Management
54 Services and Applications Password:

Confim password

[0 Accourt is disabled

Help

‘uuu.\

User must change password at next logon
User cannot change password
Password never expires

Create Close

< >

Actions
Users

More Actiens

o ke

Navigate to Web Portal URL.

Apply appropriate permissions to the new user for your environment.
Open Reporting Service Configuration Manager.
Connect to the Report Server instance.
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6. Click the URLs link. You may be prompted for username and password. Just use your domain
account.

57 Reporting Services Configuration Manager: SV-STAR-W16\MSSQLSERVER

- o X
SQL Server 2016
Reporting Services Configuration Manager
4 Connect
g Lonne Web Portal URL
~ SV-STAR-16\MSSQLSERVER
@ Configure 2 URL to access Web Portal. Click Advanced to define multiple URLs, orto specify additional parameters on
=, service Account the URL.
A Web Service URL Web Portal Site Identification
Virtual Directory: Reports
Database
URLs: hitp://SV-STAR-W16:18086/Reports advanced

& web Portal URL

= E-mail Settings

[P Execution Account

%, Encryption Keys

&2 subscription Settings

"1 Scale-out Deployment

L) Power BI Integration

Results
Copy
@ Bt

7. You should see the following Home screen. Click the gear o8 icon > Site Settings option.

& - o x
[ Evaluatio X | [ KeseyaSc X { & sv-starv % & localhost X [l Home

> C | ® sv-star-w16:18086/Reports/browse,

% [ svstarw X ) [f] Home-< x

SQL Server Reporting Services

% Favorites [ Browse 0
IEl:I‘ H My subscriptions

ome
Home Site settings

This folder is empty.

8. Click the Security menu option.
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9. Click the Add group or user button.

C | ® sv-star-w16:180

Reports/manage/security/browse

&«

Administrator

SQL Server Reporting Services

% Favorites [ Browse

QCSE Site settings

General { Add group or user
Branding

Edit Group or user Roles
Schedules

Edit BUILTIN\Administrators System Administrator

Security

10.Enter the username that was created in step 1 in the Group or user name field, for example,
KaseyaReport.

11.Select System User checkbox

12.Click Add.

13.In the VSA, display the System > Server Management > Configure page. Click on the Change URL
button to open the Report Configuration dialog.

e | B2 Eo @ B 00:0000 |NoTimerRu

nning| | A kadmin = {3} -

("' Kaseya Evaluation Edition

Sear £
Set Period
‘Chargal L Defau\"
User settings
Preferences
Change Logon
System Preferences
Check-in Policy Enable auto close of alarms and ticketa
Naming Policy
User Security Salzcttime format ® 11:51:59 am 19-Sep-17 11:51:59 19-Sep-17 (2&-hour)
Users
User Roles Change external name / IP address of Server: 10.130.0.93 ‘Chargl Name/IP |
Machine Roles Kaseya Reporting Services fig
Scopes
with 5721 Change Port
Lagon Hours f—
Change ID
User History 1D used 10 bind agents to the KSarver 6334814552780435 L |
Orgs/Groups/Depts/Staff
Manage 05 version: 2016 - Server Standard ¥64 Edition Build 14393
Setaup Types Microsoft-11S/10.0
. 5501
Server Management 0L version SQL Server 2016 - Enterprise Evaluation Edition (64-bit) - SP1
Request Support Database Location su-star-w16 (separate from KSsrver)
/Agent On KServer: sv-star-wi6.root.kserver
Configure
Default Settings
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14.Click on the Edit button at the top of the page.

Reporting Canfiguration (2]
B s DTest @ Run Regisvetion
— Kaseya Reporting Services
Use Kaseya Reporting No
Reporting Timeout
§ 0
(Min):
Host Name: btsp-f/su-star-w16:18086/ReporiServer/ReportExacution200S.asmx
User Mame: Default Credentials
Loge: http://10.10.48.49/themes/default/images/2008logo.gif
Report URL Baze: ttp:i/localhost/
Cencurrer mRsports: 5
- Report
Keep All Reports: Yes
Keep Number of Days:  N/A

15.Enter the credential you defined in step 1 and make sure the Specify Account checkbox is checked.
This means SSRS will use the credential you entered. If the user, for example KaseyaReport, is
not a domain user you can leave the Domain field blank.
Edn 288

@ -

- S Reporting Services 2008 R2 raquires you to spectfy an account.
ir i chacked

= I Use Kasey R

- Curremly Kazeya Reporting Server enly supparts the 2005 RDL pec.

A - Number of days to keep reports must be at least 30 days.

- Kaseya Reporting
Use Kzaey2 Reperting Servar

Repors Tmesut (Min): (30|

Host Name* ‘ b ‘

] Speeify account

P -

Confirm Password: [ -rf

\
Password: ‘ ‘
|
|

Loge: [ htp:1119.130.0.93 themes/dsault/images /20081090.6if |
ReportURLBzee: | hiplosathost/ ]
concumemRepors:  [5 |
Report Retention
lrxupmm!pm. @ -
<
ssue Cancel

Url tested: hrips/zv-star-
Credential: KeseyaReport

17.1f everything is correct you should see the following screen.
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18.1f you mistyped the credentials you should see the following error message. Ensure that the
credentials are correct and retest.

an 5ql Server
Report he
e

Ur tested: hitp://av-star-
Credentiel: KsseyaRepori2

The reques failed with HTTF stztus 401: Unautherized.

« I
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Setting the Report Logo URL

If the logo does not display in SSRS reports and may be due to either of the following conditions:
= SSRSis installed on the same machine as the Kaseya Server. SSRS is unable to retrieve the
logo because of firewall issues. To fix this issue, change the URL to localhost from the
externally available URL/IP address. This fix replaces the earlier work around of having the
customer change the host file on their machine.
= The VSA has been configured using a self-signed security certificate. To fix this issue change the
protocol from https to http.

Procedure

1. Display the System > Server Management > Configure page in the VSA. Click the Change URL
button to open the Report Configuration dialog.

— : .
‘.' Kaseya Evaluation Edition Search Machines A | & B Bo @0 | G 000000 [NeTmerruning| | & kadmine &+
»
srchive and purge logs every day & 400 am ¥ SetPeriod
Log fle arshive parh: | CiKaseyaUserProfiiss @archive Change | | Defeut
User settings
Preferences Kserver Log
Change Logen Y ———"
System Preferences Ensble logging of scrp
Enable lagging of successful hild scrit execution in agent procedure lag
Checkein Policy Enable suto close of slarms snd ticksts
Naming Policy
User Security Selecttme formet. ® 115159 am 19-Sep-17 O 1151259 19-Sep17 2how)
Users
User Roles e external name /1P address of Server 10130093 Change Name/P
Machine Roles ngs Kaseya Reporting Services Change Reporting Config
Gapree
ver with s Change Port
Logon Hours
User History 1D used o bind agents o the KSaver saa4e14552780435 ChonoeD
Orgs/Groups/Depts/Staff
Manage 2016 - Server Standard x4 Edition Build 14353
Setup Type:
Setup Types Release N
ServerMa -
Server Management SQL Server 2016 - Enterprise Evaluation Edition (64-bit) - SP1 P
Request Support sv-star-w16 (separate from KSsrver)
Configure sv-star-wi6.root kserver
Defautt Settings

2. Click on the Edit button at the top of the screen.

3. Change the URL for the report logo from <your-Kaseya Server-system-name> to localhost in
the Logo field.

4. For Kaseya Servers configured using a self-signed security certificate, change the https to http.
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Note: No other part of the URL need be changed.

n acoount.
ing Services is bypassed completely.
005 ROL spec.

Kaseya Reporting Services

[F] Use Kaseys Reporting Server

Report Min): |30

Microsoft Reporting Services
Host Neme* hitp:/aw-starew16:1 8086/ ReportServer/ RepontExacution 2005 asmx

=]

Confirm Password

Bomain:

Advanced Report Settings

Logo: heep: 6]themes/defeult/imagesr2008ioga gif
Feeport URL Base hitp:/flocalhast/

Concurrant Reports:

Report Retention Schedule

Keep All Reports

x

5. Click Save to commit your changes.

The URL has now been saved. Run a report to see the logo display in the header of the report.
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